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1 About the Update

Microsoft Windows Print Spooler
Vulnerability CVE-2021-34527

1 About the Update

PrintNightmare is a vulnerability affecting Microsoft Windows
operating systems (OS).

A remote code execution vulnerability exists when the Windows
Print Spooler service improperly performs privileged file operations.
An attacker who successfully exploited this vulnerability could run
arbitrary code with SYSTEM privileges. An attacker could then
install programs; view, change, or delete data; or create new
accounts with full user rights.™

PrintNightmare does not affect safety and performance on any of
the ZEISS devices.

However, ZEISS recommends updating devices with the Microsoft
patch and/or registry settings, as applicable, to ensure continued
cybersecurity. ZEISS has analyzed the impact of the vulnerability on
ZEISS products running Windows OS and only devices listed below
must run the update.

m CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Download and install the Windows 10
updates

The following table provides the access location (download URL)
and file names of the updates:

1 Microsoft website: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

KB5001402 2021-04 Servicing Stack | windows10.0- http://
Update for Windows 10 | kb5001402- download.window-
Version 1607 for x64- x64_0108fcc32c0594f8 | supdate.com/d/
based Systems 578c3787bab- msdownload/update/
b7d84e6363864.msu software/secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787bab-
b7d84e6363864.msu
KB5004948 2021-07 Cumulative windows10.0- http:/
Update for Windows 10 | kb5004948- download.window-
Version 1607 for x64- x64_206b586ca8f1947f- | supdate.com/d/
based Systems dace0008ecd7c9- msdownload/update/
ca77fd6876.msu software/secu/2021/07/
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Deactivate Point and Print in the Windows Registry

Microsoft Windows Print Spooler
Vulnerability CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f19471-
dace0008ecd7c9-
ca77fd6876.msu

Follow the steps in the order listed:
M Formatted and secure USB flash drive
M A computer connected to the internet

1. Access the Microsoft Update catalog to download the
respective patch updates.

2. Copy the downloaded files to the USB flash drive.
NOTE! You can save the files directly to the USB flash
drive if the browser is configured to support this. The
download location may vary depending on the browser
used.

3. Insert the USB flash drive into the instrument’s USB port.
4. In the instrument, open File Explorer.

5. Navigate to the USB flash drive and locate windows10.0-
kb5001402-x64 0108£fcc32c0594£8578c3787bab-
b7d84e6363864 .msu.

6. Double click the filename to install KB5001402.
NOTE! You must install this update before installing
KB5004948.

7. After the installation process is complete, locate
windows10.0-kb5004948-x64 206b586ca8f1947f-
dace0008ecd7c9ca77£d6876.msu.

8. Double click the filename to install KB5004948. If you see an
error occur during installation, ensure that the KB5001402 file
has been installed.

9. Restart the instrument.

3 Deactivate Point and Print in the
Windows Registry
We recommend an IT administrator to perform this task.
Action 1. Login to the instrument.

2. In the search box on the taskbar, type regedit, then select
Registry Editor.

3. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

6/188 2660021182726 Rev B 2021-09


http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Deactivate Point and Print in the Windows Registry

Microsoft Windows Print Spooler
Vulnerability CVE-2021-34527
4. If it exists, expand the Printers branch, and make sure that the

PointandPrint group does not exist.
NOTE! The Printers branch does not exist in the factory

configuration.

= If the PointandPrint group exists, check the following
settings, if it exists then set the value to O .
NoWarningNoElevationOnInstall = 0 or does
not exist
UpdatePromptSettings = 0 or does not
exist

5. Restart the instrument.

2660021182726 Rev B 2021-09 77188



Empty page, for your notes



€V/20/L] m e

Microsoft 9 acllall c8goll il (9 duioVl 6 il

CVE-2021-34527 Windows
Windows 10 Jsgiwdl olad (“PrintNightmare”) co sVl e oYl dyaxs



Siadlly giall goi>
Carl Zeiss Meditec, Inc., Dublin, CA ,2021 &S . dbge=o ©

iyl oloMel

ayylx .;'J:Loﬂsgi:&l?\w da i wloMe bo| Lid 6,9S3all Zeiss wlxiio JS
S>3 olal 9179 saxiadl wLYel S Carl Zeiss Meditec, Inc. as il

leSlo) ello D itausall 13D 5 doxsiuwall 5,3V dyy il lodall JS

gLVl wlel
www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

Cyaxill e 635 1

dclall cdsall ¢zl S dnodl 6,2l
Microsoft Windows 9
CVE-2021-34527

Cudxill e 63w 1
Microsoft Juis aalail _le ,is5 dol 6,25 _® PrintNightmare
(Jszid| plas) Windows
023 pld NC a2; € don olawlss i e selais dgol 6,25 x>0
SVl ol wlaladl olloae A Windows aclda) e8gall ¢y il
0,2l 03® UMiwl (9 axis Sl p=>lgall G50l .o ue 6 0.0
p=gall Ol SYSTEM wliliol @082 dxopn wlowles Jusis duiol
oblw> cliv] 9l (g93> 9l B uei 9l olly Lo 9l ol cui ls axy
PR alo Sl paskiural| §o8=s 6392
ZEISS 63621 oo sl ebslg aoMuw e PrintNightmare 3 V

/9 Microsoft guxas whslae! plasiwl 652V cyaxi ZEISS (o9 oSJ9
¥l e oV 5 panl olaia) ladYl o (Sl Ololag ol
Pl Joss I ZEISS cliio e duodl 6,8l ol Jubsi ZEISS caold
Jssins 1028 obiol 639 pumadl 6365V e w9 Windows il

CIRRUS 500/5000/6000 =
CIRRUS Photo 600/800 =
CLARUS 500/700 =

ATLAS 9000 =
HFA3S =

PLEX Elite 9000 =

leiuis9 Windows 10 olboaxs Jojio 2
olals elawly (Joiall URL wlsic) Jswogll @850 JWI Jsaxdl J3g,

download.windowsupdate.
com/d/msdownload/
update/software/
secu/2021/07/
windows10.0-kb5004948-
x64_206b586ca8f1947fdac
e0008ecd7c9ca77fd6876.
msu

x64_206b586ca8f1947fdac
€0008ecd7c9ca77fd6876.
msu

Windows sl plail
aalY 1607 1oyl 10
x64

‘o lyaxdll
http:// | windows10.0- kb5001402- Oloal JuaSo cuaxs KB5001402
download.windowsupdate. | X64_0108fcc32c059418578 | J o il pliai) 04-2021
com/d/msdownload/ | €37870babb7d84e6363864. ,luo¥l Windows 10
update/software/ msu X64 aalasV 1607
secu/2021/04/
windows10.0-kb5001402-
x64_0108fcc32c0594f8578
c3787babb7d84e6363864.
msu
http:// | windows10.0-kb5004948- | 07-2021 _ STl cuaxill KB5004948

239l i il wlelazdl gul

21 &S il gl @890 Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2021-09 B d=>1,0l1 2660021182726 188/ 11



http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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YA3BUMMOCT Ha cnynepa 3a otneyaTBaHe Ha Microsoft
Windows CVE-2021-34527

(PrintNightmare) AkTyanusauusa Ha knbepcurypHoctTta 3a OC Windows 10
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1 OTHOCHO a KTyann3aunAaTta

YA3BMMOCT Ha Cnysiepa 3a oTnevyaTBaHe
Ha Microsoft Windows CVE-2021-34527

1 OTHOCHO aKTyanusauuaTta

PrintNightmare e ys3BMMOCT, 3acsiralia onepauyvoHHUTE CUCTEMU
(0OC) Windows Ha Microsoft.

YA3BUMOCT OT OTZaJIeYeHO U3MbJIHEHME HA KOJ, CbLLECTBYBa,
KoraTto ycsiyrata 3a cnynep 3a otnedatsaHe Ha Windows Henpa-
BUJTHO U3MbJIHABA NPUBUIErMpoBaHmu hannosun onepauun. Hana-
JaTten, KOWTO yCMeLLHO e 13M0J13Ball Ta3u ya3BUMOCT, MOXe 4a
N3NbJIHW Npoun3soneH kKoh cbC CUCTEMHW npusunerun. Cnepg,
TOBa HanagaTesAT MoXe [a UHCTanmpa nporpamMu, Aa nperaexna,
NPOMEHSA WV U3TPUBA OAHHU WM [a Cb3[aBa HOBU aKayHTU C
MbAHK NoTpebuTenckn npasa.”

PrintNightmare He 3acsara 6e3onacHocTTa 1 NPON3BOANTENHOCTTA
Ha KOeTOo 1 Aa e OT yCcTponcTBaTa Ha ZEISS.

ZEISS obaye npenopbyBa akTyaaM3npaHe Ha YCTPOMCTBaTa C non-
PaBKNTe W/WAN HACTPOMKUTE Ha CUCTEMHUA perncTbp Ha Microsoft,
aKo e NpUIoXNMO, 3a [ia Ce rapaHTMpa HenpekbcHaTa kmbepcu-
rypHoCT. ZEISS aHanu3npa Bb3AenCcTBMETO Ha YA3BUMOCTTa BbpXy
csouTe npoaykTn ¢ OC Windows, KaTo caMO yCTporcTBaTa, Noco-
4yeHWn No-gony, TpAbBa fa ObAAT aKTyanu3npaHu.

m CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

N3Ternete n nictanupante
aktyanusauyuute Ha Windows 10

B cnepHata Tabnmua ca NnpefoCcTaBeHn MeCcTOMNOJIOXKEHNETO 3a
pocton (URL apgpec 3a n3ternsaHe) n umeHata Ha hanioBeTe Ha
aKTyanusaummTe:

Bl Ye6 cant Ha Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2660021182726 Pep. B 2021-09

157188


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 M3Ternete 1 MHCTanvpanTe aktyanmsauumte Ha Windows 10

YA3BUMOCT Ha Cnysiepa 3a oTnevyaTBaHe
Ha Microsoft Windows CVE-2021-34527

KB5001402 2021-04 Servicing Stack | windows10.0- kb5001402- | http://

Update for Windows 10 | x64_0108fcc32c0594f8578 | download.windowsupdate.

Version 1607 for x64- 3787babb7d84€6363864. | om/d/msdownload/

based Systems msu update/software/
secu/2021/04/
windows10.0-kb5001402-
x64_0108fcc32c0594f8578
c3787babb7d84e6363864.
msu

KB5004948 2021-07 Cumulative windows10.0-kb5004948- | http://

Update for Windows 10 | X64_206b586ca8f1947fdac | download.windowsupdate.

Version 1607 for x64- e0008ecd7c9ca77fd6876. | om/d/msdownload/

based Systems msu update/software/
secu/2021/07/
windows10.0-kb5004948-
x64_206b586ca8f1947fdac
€0008ecd7c9ca77fd6876.
msu

CnepBaiiTe CTbMKUTE B NMOCOYEHNA pea;
YcnoBusa M ®opmaTtupaHo n 6esonacHo USB dhnall ycTpoincTBo

HavuH Ha paboma

M KomnoTbp, CBbp3aH C UHTEPHET

1.

BnesTe B akTyanmsaumoHHMA kaTanor Ha Microsoft, 3a ga
N3TernnTe CbOTBETHUTE akTyanm3aLmm C NonpasKu.

. Konwupawte nsternenute arinose Ha USB chnaLu ycTponcT-

BOTO.

YKA3AHUE! Mo>xkeTe pa 3ana3sute cdannoBete gUPeKTHO
Ha USB chbnawu ycTponicTBOTO, ako 6pay3bpbT NoaAbpIKa
ToBa. MecTonono>keHMeTo 3a U3TernsaHe MoXke a e pas-
JINYHO B 3aBMCMMOCT OT M3MNO0/N3BaHUA Gpay3bp.

. NoctaeeTe USB dhnaww yctponcrteoto B USB nopTa Ha MHCTPY-

MEHTa.

Ha nHcTpymeHTa oTBOpeTe hanioBUS MEHUOXKDBP.

5. Otngete B USB hnalu yCTpOMCTBOTO N HamepeTe

windowsl0.0-kb5001402-
x64 0108fcc32c0594£8578¢c3787babb7d84e6363864
.msu.

. LLpakHeTe ABYKpaTHO BbpXy MMETO Ha halina, 3a fa MHCTanu-

pate KB5001402.
YKA3AHUE! TpabBa aa nHcTanupare Tasu akTyanusauus,
npeau aa nHcranuparte KB5004948.

. Cnep KaTo MHCTanaumaTa 3aBbpLUM, HamepeTe

windows10.0-kb5004948-
x64 206b586ca8f1947fdace0008ecd7c9ca’77£d6876
.msu.
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3 JeakTtuBupanTe Point and Print B cctemHuma pernctbp Ha Windows

YA3BMMOCT Ha Cnysiepa 3a oTnevyaTBaHe
Ha Microsoft Windows CVE-2021-34527

8. LLpakHeTe ABYKpaTHO BbpXy MMETO Ha halnna, 3a Aa WHCTann-
pate KB5004948. AKO Bb3HMKHE rpeLLlKa no Bpeme Ha UHCTa-
naumsTa, ce yeepeTte, Ye dannbt KB5001402 e nHcTannpat.

9. PecTapTupanite MHCTPYMEHTA.

3 OeaktuBupaute Point and Print B
cucrteMmHusa perucrbp Ha Windows
I'Ipenopqualvle nT AAMWHNCTPATOPDBT Aa U3BbPLUN Ta3W 3ada4a.

HavuH Ha paboma 1. Bneste B MHCTPyMEHTA.
2. B nosieTo 3a TbpCeHe Ha JIeHTaTa Ha 3aja4yuTe HanviieTe
regedit, cnen koeTo n3bepete penakTopa Ha CUCTEMHUSA
perncrbp.

3. Otnpgete o HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. AKO CbLLEeCTBYBa, pasLLMpeTe K/IOHa Ha NMPUHTEPUTE U Ce yBe-
peTe, ye rpynata PointandPrint He cbLuecTByBa.
YKA3AHUE! KnoHbT Ha NpUHTEpPUTE He CbLLeCTBYBA BbB
chabpuuHaTa koHduUrypaums.

= Ako rpynata PointandPrint cbLLecTByBa, npoBepeTe cres-
HUTE HAaCTPOWMKKN. AKO CbLLECTBYBA, 3aaNTe CTOMHOCTTA Ha

0.

NoWarningNoElevationOnInstall = 0 unmu He
CBIIECTBYBA

UpdatePromptSettings = 0 miIm He cCBlleCT-—
ByBa

5. PectapTupante MHCTPYMEHTA.
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Microsoft Windows Print Spooler J&
il CVE-2021-34527

1

RTEH

PrintNightmare 2@ Microsoft Windows #1E£%4t ( OS)
RO -

= Windows Print Spooler [RZHTHR N SIHIRIEASN - 71
AR HITRE - RINARRENEEE I UER RGN
SITERRE - AE - WEEUULZRER, 88 - EoEifibk
HiE IR EA T RPNk, - 0¥

PrintNightmare A~sZNafE{a] ZEISS & &M Z = MANEEE -

BE - ZEISS W RIEERIE N - £ Microsoft B2/,
AR EEMIRE - UARISENEZZE - ZEISS 2% V%R E
Y3517 WindowsiZE& 4T (OS ) # ZEISS =mrIEln - RA T
H3 IR BN TEC TR °

» CIRRUS 500/5000/6000

HFA3

CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

PLEX Elite 9000

2 T#HFFLEE Windows 10 EF
TEEEBEMNE ( TEML ) MBEHESR -

KB5001402 2021-04 &7 x64 9% | windows10.0- http://
%9 Windows 10 Az | kb5001402- download.windowsupda
1607 1BEESHrEE | X04.0108fcc32c0594f85 | 1o -om/d/msdownload/
o ;ggi7ri;kjabb7d84e636 update/software/

’ secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f85
78c3787babb7d84e636
3864.msu

KB5004948 2021-07 &7 x64 4t | windows10.0- http://

B Windows 10 Rz
1607 EIIEH

kb5004948-
x64_206b586ca8f1947fd
ace0008ecd7c9ca77fd68
76.msu

download.windowsupda
te.com/d/msdownload/
update/software/
secu/2021/07/
windows10.0-
kb5004948-
x64_206b586ca8f1947fd
ace0008ecd7c9ca77fd68
76.msu

RS LRIRFERTU T DR

4 Microsoft P4 : https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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3 £ Windows jEffizz 4= Point and Print

Microsoft Windows Print Spooler J&
JE CVE-2021-34527

BUTESR1F M BERZ 2R/T USB NFE
M &2 B B AYEB AN
BRIFEL R 1. 1718 Microsoft &3 B RLU N BN NIENERER -

2. FTFEHPHXHESZE USB NEFE -
B! MBENEREEANIESZ R - ML EHEIER
FH USBINERE - THMUECIAERERERXEZEMSE -

3.’ USB INEF&EIE AN USB Is -

4, FEXEED - FTHAXHENSES -

5. SMF USB NEFEHENM windows10.0-kb5001402-
x64 0108fcc32c0594f8578c3787babb7d84e6363864
.msu °

6. W2 HH& L% % KB5001402 -
1B7R | TR KB5004948 271 « WAL FIULER

7. ZENRBTME - Bl windows10.0-kb5004948-
x64 206b586ca8f1947fdace0008ecd’c9ca’77£d6876
.msu °

8. WX & LIZ % KB5004948 - MNREBELZEIRETEE
gix - 1I5IARE %% KB5001402 XX -

9. EFEMNES -

3 # Windows ¥ itz {=H Point and Print
TR IT SBRRTIES -

ST 1. BRI -
2. EASK LRMRIED - BA regedit - ARBE MRS
B2 -

3. S#EI HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers °

4. MREHFE - BT RIS X - FHiE{R PointandPrint 42
Kt -
RBAR! ISR ET BBEPARFE -
= R PointandPrint A7 % - FHBLIMIE - IRE
7 - WRHEIRERNO -
NoWarningNoElevationOnInstall = 0 HAFEE
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Ranjivost usmjerivaca ispisa u sustavu Microsoft
Windows CVE-2021-34527

(,PrintNightmare”) Azuriranje racunalne sigurnosti za OS Windows 10



Autorska prava
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Zastitni znakovi

Svi ovdje spomenuti proizvodi tvrtke Zeiss registrirani su zastitni
znakovi ili zastitni znakovi tvrtke Carl Zeiss Meditec, Inc. u SAD-u i/
ili drugim drzavama.

Svi drugi zastitni znakovi koristeni u ovom dokumentu pripadaju
svojim vlasnicima.

Patenti

www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

1 O azuriranju

Ranjivost usmjerivaca ispisa u sustavu
Microsoft Windows CVE-2021-34527

1 O azuriranju

PrintNightmare je ranjivost koja utjeCe na operacijske sustave
Microsoft Windows (OS).

Ranjivost pri daljinskom izvrSavanju koda javlja se kada servis usmje-
rivaca ispisa u sustavu Windows nepravilno izvede povlastene ope-

racije s datotekama. Napadac koji uspjesno iskoristi tu ranjivost mo-
gao bi pokrenuti nasumicni kod s ovlastima na razini sustava. Napa-

brisati podatke ili stvoriti nove racune s punim korisnickim pravi-
[5]
ma.

PrintNightmare ne utjece na sigurnost i performanse ni na jednom
uredaju ZEISS.

Medutim, ZEISS preporucuje azuriranje uredaja Microsoftovim pos-
tavkama zakrpe i/ili registra, ovisno o potrebi, kako bi se osigurala
kontinuirana racunalna sigurnost. ZEISS je analizirao utjecaj ranji-
vosti na proizvode ZEISS s operacijskim sustavom Windows OS i sa-
mo uredaji navedeni u nastavku moraju pokrenuti azuriranje.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Preuzimanje i instalacija azuriranja za
Windows 10

Sljedeca tablica sadrzi mjesto pristupa (URL za preuzimanje) i nazive
datoteka azuriranja:

Bl Web-mjesto tvrtke Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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2 Preuzimanije i instalacija azuriranja za Windows 10

Ranjivost usmjerivaca ispisa u sustavu
Microsoft Windows CVE-2021-34527

KB5001402 2021-04 Azuriranje hrpe | windows10.0- http://download.win-
za servisiranje za Win- kb5001402-x64_0108fc- | dowsupdate.com/d/
dows 10 verzije 1607 za | ¢32c0594f8578c3787ba | msdownload/update/
64-bitne sustave bb7d84e6363864.msu software/secu/2021/04/
windows10.0-
kb5001402-x64_0108fc-
€32c0594f8578c3787ba
bb7d84e6363864.msu
KB5004948 2021-07 kumulativno windows10.0- http://download.win-
azuriranje za Windows kb5004948- dowsupdate.com/d/
10 verzije 1607 za 64- x64_206b586ca8f1947f- | msdownload/update/
bitne sustave dace0008ec- software/secu/2021/07/
d7¢9ca77fd6876.msu windows10.0-
kb5004948-
x64_206b586ca8f1947f-
dace0008ec-
d7c9ca77fd6876.msu
Slijedite korake navedenim redoslijedom:
Preduvjeti M formatirani i sigurni USB izbrisivi memorijski pogon
M racunalo povezano s internetom
Nacin postupanja 1. Pristupite katalogu Microsoft Update da biste preuzeli odgova-

rajuca azuriranja za zakrpe.

2. Kopirajte preuzete datoteke na USB izbrisivi memorijski pogon.
NAPOMENA! Datoteke mozete spremiti izravno na USB
izbrisivi memorijski pogon ako je preglednik konfiguriran
da to podrzava. Lokacija preuzimanja moze se razlikovati
ovisno o koristenom pregledniku.

3. Umetnite USB izbrisivi memorijski pogon u USB prikljucak ins-
trumenta.

4. Na instrumentu otvorite Eksplorer za datoteke.

5. Otidite do USB izbrisivog memorijskog pogona i pronadite
windows10.0-kb5001402-x64 0108fc-
c32c0594£8578c3787babb7d84e6363864 .msu.

6. Dvaput kliknite naziv datoteke da biste instalirali KB5001402.
NAPOMENA! Prije instalacije KB5004948 morate instali-
rati ovo azuriranje.

7. Nakon dovrsetka postupka instalacije pronadite win-
dows10.0-kb5004948-x64 206b586ca8fl947fda-
ce0008ecd7c9ca77£d6876.msu.

8. Dvaput kliknite naziv datoteke da biste instalirali KB5004948.
Ako se tijekom instalacije pojavi pogreska, provjerite je li dato-
teka KB5001402 instalirana.

9. Ponovno pokrenite instrument.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Deaktiviranje znacajke Point and Print u registru sustava Windows

Ranjivost usmjerivaca ispisa u sustavu
Microsoft Windows CVE-2021-34527

Nacin postupanja

3 Deaktiviranje znacajke Point and Print u
registru sustava Windows

Preporucujemo da taj zadatak obavlja IT administrator.

1.
2.

Prijavite se na instrument.

U okvir za pretrazivanje na programskoj traci upisite regedit,
a zatim odaberite Uredivac registra.

. Otidite na HKEY LOCAL MACHINE\SOFTWARE\Policies

\Microsoft\Windows NT\Printers.

. Prosirite granu Pisaci ako postoji i uvjerite se da grupa Pointan-

dPrint ne postoji.

NAPOMENA! Grana Pisaci ne postoji u tvornickoj konfi-

guraciji.

= Ako grupa PointandPrint postoji, provjerite sljedece pos-
tavke; ako postoji, postavite vrijednost na 0.
NoWarningNoElevationOnInstall = 0 ili ne
postoji
UpdatePromptSettings = 0 i1li ne postoji

. Ponovno pokrenite instrument.
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1 Informace o aktualizaci

Chyba zabezpeceni zafazovaci sluzby
tisku systému Microsoft Windows
CVE-2021-34527

1 Informace o aktualizaci

PrintNightmare je chyba zabezpecleni ovliviiujici operacni systemy
Microsoft Windows.

Pokud sluzba zarazovani tisku systému Windows nespravné
provede privilegované operace se soubory, mUze se projevit chyba
zabezpeceni umoznuijici vzdalené spusténi kodu. Utocnik, ktery by
tuto chybu zabezpeceni uspésné zneuzil, by mohl spustit libovolny
kod se systémovymi opravnénimi. Utocnik by pak mohl instalovat
programy, prohlizet, ménit nebo mazat data nebo vytvaret nové
Ucty s plnymi uzivatelskymi pravy.®

PrintNightmare neovliviiuje bezpecnost a vykon na zadném ze
zarizeni ZEISS.

Spolecnost ZEISS nicméné pro zajisténi trvalé kybernetické
bezpecnosti doporucuje aktualizovat zafizeni pomoci opravy
spolecnosti Microsoft nebo registru. Spole¢nost ZEISS analyzovala
dopad této chyby zabezpeceni na produkty ZEISS s operacnim
systémem Windows a aktualizaci je nutné provést pouze na nize
uvedenych zafizenich.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Stazeni a instalace aktualizaci
Windows 10

Nasledujici tabulka obsahuje pristupoveé umisténi (adresa URL pro
stazeni) a nazvy souboru aktualizaci:

KB5001402 2021-04 Aktualizace windows10.0- http://
sady sluzeb pro kb5001402- download.windowsupda
Windows 10 verze 1607 | x64_0108fcc32c0594f8 | te.com/d/msdownload/
pro systémy x64 578c3787babb7d84e63 | update/software/
63864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 2021-07 Kumulativni windows10.0- http:/
aktualizace pro kb5004948- download.windowsupda
Windows 10 verze 1607 | x64_206b586ca8f1947f | te.com/d/msdownload/
pro systémy x64 dace0008ecd7c9ca77fd | update/software/
6876.msu secu/2021/07/

161 Web spole¢nosti Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Deaktivace funkce Ukazat a tisknout v registru systému Windows

Chyba zabezpeceni zafazovaci sluzby
tisku systému Microsoft Windows
CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

Postupujte podle krokd v uvedeném poradi:

Predpoklad M Naformatovany a zabezpeceny USB flash disk

M Pocitac pripojeny k internetu

Postup 1.

Chcete-li stahnout prislusné opravné aktualizace, ziskejte
pristup ke katalogu sluzby Microsoft Update.

. Zkopirujte stazené soubory na USB flash disk.

UPOZORNENI! Pokud je prohlize¢ nakonfigurovan tak,
aby to podporoval, mizete soubory ulozit pfimo na USB
flash disk. Umisténi pro stazeni se muze lisit v zavislosti
na pouzitém prohlizeci.

. Vlozte USB flash disk do USB portu pfistroje.

V pfistroji otevrete Prizkumnika soubor(.

. Prejdéte na USB flash disk a vyhledejte windows10.0-

kb5001402-
x64 0108£fcc32c0594£8578c3787babb7d84e6363864
.msu.

. Poklepanim na nazev souboru nainstalujte KB5001402.

UPOZORNENI! Tuto aktualizaci musite nainstalovat pred
instalaci aktualizace KB5004948.

. Po dokonceni instalace vyhledejte windows10.0-

kb5004948-
x64 206b586ca8f1947fdace0008ecd7c9ca’77£d6876
.msu.

Poklepanim na nazev souboru nainstalujte KB5004948. Pokud
béhem instalace dojde k chybé, ujistéte se, ze byl nainstalovan
soubor KB5001402.

. Restartujte pfistroj.

3 Deaktivace funkce Ukazat a tisknout
Vv registru systému Windows

Doporucuje se, aby tento ukon proved! IT spravce webu.

Postup 1. V pfistroji se pfihlaste.
2. Do vyhledavaciho pole na hlavnim panelu zadejte regedit a
pak vyberte Editor registru.
3. Prejdéte na HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers.
32/188 2660021182726 Rev B 2021-09
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3 Deaktivace funkce Ukazat a tisknout v registru systému Windows

Chyba zabezpeceni zafazovaci sluzby
tisku systému Microsoft Windows
CVE-2021-34527

4. Pokud existuje, rozbalte vétev Printers a ujistéte se, ze

neexistuje skupina PointandPrint.

UPOZORNENI! Vétev Printers v tovarni konfiguraci

neexistuje.

= Pokud skupina PointandPrint existuje, zkontrolujte
nasledujici nastaveni, pokud existuje, nastavte hodnotu na
0.
NoWarningNoElevationOnInstall = 0 nebo
neexistuje
UpdatePromptSettings = 0 nebo neexistuje

5. Restartujte pfistroj.
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("PrintNightmare”) Cybersikkerhedsopdatering til Windows 10-
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1 Om opdateringen

Sikkerhedsrisiko ved Microsoft Win-
dows-printspooler CVE-2021-34527

1 Om opdateringen

PrintNightmare er en sikkerhedsrisiko, der bergrer Microsoft Win-
dows-operativsystemer (OS).

Der er en sikkerhedsrisiko i forbindelse med fjernkersel af program-
kode, ndr tjenesten Windows-printspooler udfgrer filhandlinger
med privilegerede filer pa forkert vis. En person med ondsindede
hensigter, der har held til at udnytte denne sikkerhedsrisiko, kan
kore skadelig kode med SYSTEM-rettigheder. En person med onds-
indede hensigter kan derefter installere programmer, fa vist, aendre
eller slette data eller oprette nye konti med komplette brugerrettig-
heder."”

PrintNightmare pavirker ikke sikkerheden og ydeevnen pa nogen af
ZEISS-enhederne.

ZEISS anbefaler dog, at enhederne opdateres med Microsoft-
programrettelses- og/eller registreringsdatabaseindstillingerne, hvis
det er relevant, for at sikre fortsat cybersikkerhed. ZEISS har analy-
seret indvirkningen af sikkerhedsrisikoen pa ZEISS-produkter, der
kegrer Windows-operativsystemet, og kun de enheder, der er angi-
vet nedenfor, skal kere opdateringen.

m CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

2 Hent og installer Windows 10-
opdateringerne

Felgende tabel angiver adgangen til placeringen af (URL-adressen)
og filnavnene pa opdateringerne:

Ul Microsoft-websted: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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2 Hent og installer Windows 10-opdateringerne

Sikkerhedsrisiko ved Microsoft Win-
dows-printspooler CVE-2021-34527

KB5001402 2021-04 Opdatering af | windows10.0- http://download.win-
serviceringsstak til Win- | kb5001402-x64_0108fc- | dowsupdate.com/d/ms-
dows 10 version 1607 til | ¢32c¢0594f8578c3787- | download/update/
x64-baserede systemer | babb7d84e6363864.ms | software/secu/2021/04/

u windows10.0-
kb5001402-x64_0108fc-
€32c0594f8578¢3787-
babb7d84e6363864.ms
u

KB5004948 2021-07 Kumulativ op- | windows10.0- http://download.win-
datering til Windows 10 | kb5004948- dowsupdate.com/d/ms-
version 1607 til x64-ba- | x64_206b586ca8f1947f- | download/update/
serede systemer da- software/secu/2021/07/

ce0008ecd7c9ca77fd68 | windows10.0-

76.msu kb5004948-
x64_206b586ca8f19471-
da-
ce0008ecd7c9ca77fd68
76.msu

Falg trinnene i den viste raekkefolge:
Forudscetning M Formateret og sikkert USB-flashdrev

M En computer, der har forbindelse til internettet
Fremgangsmdde 1. Ga til Microsoft Update-kataloget for at hente de respektive

programrettelsesopdateringer.

. Kopiér de hentede filer til USB-flashdrevet.

BEMAZRK! Du kan gemme filerne direkte pa USB-flash-
drevet, hvis browseren er konfigureret til at understotte
dette. Placeringen for hentningen kan variere afhaengigt
af den anvendte browser.

3. Saet USB-flashdrevet i instrumentets USB-port.

Abn stifinder p& instrumentet.

5. Ga til USB-flashdrevet, og find windows10.0-kb5001402-

x64 0108fcc32c0594£8578¢c3787-
babb7d84e6363864 .msu.

. Dobbeltklik pa filnavnet for at installere KB5001402.

BEMARK! Du skal installere denne opdatering, for du in-
stallerer KB5004948.

. Nar installationsprocessen er fuldfert, skal du finde win-

dows10.0-kb5004948-x64 206b586ca8fl1947fda-
ce0008ecd7c9ca77£fd6876 .msu.

Dobbeltklik pa filnavnet for at installere KB5004948. Hvis der
opstar en fejl under installationen, skal du kontrollere, at filen
kb5001402 er installeret.

Genstart instrumentet.

387188
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
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3 Deaktiver pegning og udskrivning i Windows-registreringsdatabasen

Sikkerhedsrisiko ved Microsoft Win-
dows-printspooler CVE-2021-34527

3 Deaktiver pegning og udskrivning i
Windows-registreringsdatabasen
Vi anbefaler, at denne opgave udfgres af en it-administrator.
Fremgangsmdde 1. Log pa instrumentet.

2. Skriv regedit i sagefeltet pa proceslinjen, og vaelg derefter
Registreringseditor.

3. G& til HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers.

4. Hvis den findes, skal du udvide printerforgreningen og kontrol-
lere, at gruppen PointandPrint (Peg og udskriv) ikke findes.
BEMARK! Printerforgreningen findes ikke i fabrikskonfi-
gurationen.

= Hvis gruppen PointandPrint (Peg og udskriv) findes, skal
du kontrollere fglgende indstillinger, og hvis den findes, skal
vaerdien angives til 0.
NoWarningNoElevationOnInstall = 0 eller
findes ikke
UpdatePromptSettings = 0 eller findes ik-
ke

5. Genstart instrumentet.
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Beveiligingslek in Microsoft Windows Print Spooler
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("PrintNightmare") Cyberbeveiligingsupdate voor Windows 10-
besturingssysteem
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1 Over de update

Beveiligingslek in Microsoft Windows
Print Spooler CVE-2021-34527

1 Over de update

PrintNightmare is een beveiligingslek in het besturingssysteem Mi-
crosoft Windows.

Er is een beveiligingslek dat het mogelijk maakt om op afstand co-
de uit te voeren wanneer de Windows Print Spooler-service bepaal-
de geprivilegieerde bestandsbewerkingen niet op de juiste manier
uitvoert. Een aanvaller die erin slaagt gebruik te maken van dit be-
veiligingslek, zou in staat zijn willekeurige code uit te voeren met
SYSTEEM-rechten. De aanvaller kan dan programma's installeren,
gegevens bekijken, wijzigen of verwijderen, of nieuwe accounts
maken met volledige gebruikersrechten.®

PrintNightmare heeft geen gevolgen voor de veiligheid en presta-
ties op ZEISS-apparaten.

ZEISS beveelt echter aan de apparaten bij te werken met de Micro-
soft-patch en/of registerinstellingen, al naar gelang hetgeen van
toepassing is, om de cyberbeveiliging zeker te stellen. ZEISS heeft
de impact geanalyseerd van het beveiligingslek op ZEISS-producten
waarop het Windows-besturingssysteem wordt gebruikt. Alleen op
de hieronder genoemde apparaten moet de update worden uitge-
voerd.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

2 De Windows 10-updates downloaden en

installeren

In de volgende tabel worden de toegangslocatie (download-URL)
en bestandsnamen voor de updates vermeld:

8l Microsoft-website: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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2 De Windows 10-updates downloaden en installeren

Beveiligingslek in Microsoft Windows
Print Spooler CVE-2021-34527

KB5001402

2021-04 Servicing Stack
Update for Windows 10
Version 1607 for x64-
based Systems

windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

http://download.win-
dowsupdate.com/d/ms-
download/update/soft-
ware/secu/2021/04/win-
dows10.0-kb5001402-
x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

KB5004948

2021-07 Cumulative Up-
date for Windows 10
Version 1607 for x64-
based Systems

windows10.0-
kb5004948-
x64_206b586-
ca8f1947fdace0008-
ecd7c9ca77fd6876.msu

http://download.win-
dowsupdate.com/d/ms-
download/update/soft-
ware/secu/2021/07/win-
dows10.0-kb5004948-

x64_206b586-
ca8f1947fdace0008-
ecd7c9ca77fd6876.msu

Voer de stappen uit in de aangegeven volgorde:

Voorwaarde M Geformatteerde en beveiligde USB-flashdrive

M Computer met internetverbinding

Werkwijze 1. Ga naar de Microsoft Update-catalogus voor het downloaden
van de updatepatches.

2. Kopieer de gedownloade bestanden naar de USB-flashdrive.
OPMERKING! U kunt de bestanden rechtstreeks op de
USB-flashdrive opslaan als uw browserconfiguratie dat
ondersteunt. De downloadlocatie kan verschillen, afhan-
kelijk van de gebruikte browser.

3. Plaats de USB-flashdrive in de USB-poort van het instrument.
4. Open de Windows Verkenner op het instrument.

5. Open de USB-flashdrive en zoek naar windows10.0-
kb5001402-x64 0108£cc32c0594£8578c3787-
babb7d84e6363864 .msu.

6. Dubbelklik op de bestandsnaam om KB5001402 te installeren.
OPMERKING! U moet deze update instelleren voordat u
KB5004948 installeert.

7. Zoek na voltooiing van het installatieproces naar win-
dows10.0-kb5004948-x64 206b586—
ca8fl1947fdace0008ecd7c9ca’77£d6e876.msu.

8. Dubbelklik op de bestandsnaam om KB5004948 te installeren.
Als u tijdens de installatie een foutmelding krijgt, moet u con-
troleren of het bestand KB5001402 al is geinstalleerd.

9. Start het instrument opnieuw op.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
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3 Point-and-print deactiveren in het Windows-register

Beveiligingslek in Microsoft Windows

Print Spooler CVE-2021-34527

Werkwijze

3 Point-and-print deactiveren in het
Windows-register

We raden aan deze taak te laten uitvoeren door een IT-beheerder.

1.
2.

Log in op het instrument.

Typ regedit in het zoekveld op de taakbalk en selecteer de
Registereditor.

. Ga naar HKEY LOCAL MACHINE\SOFTWARE\Policies

\Microsoft\Windows NT\Printers.

. Open de vertakking Printers als deze bestaat en controleer of

de groep PointandPrint niet bestaat.
OPMERKING! De vertakking Printers maakt geen deel uit
van de fabrieksconfiguratie.

= Als de groep PointandPrint bestaat, controleert u de vol-
gende instellingen. Als de groep bestaat, stelt u de waarde
in op O.
NoWarningNoElevationOnInstall = 0 of be-
staat niet
UpdatePromptSettings = 0 of bestaat niet

. Start het instrument opnieuw op.
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Microsoft Windowsi prindispuuleri haavatavus
CVE-2021-34527

(,PrintNightmare”) Kuberturvalisuse varskendus operatsiooniststeemile
Windows 10



Autoridigus
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Kaubamargid

Koik selles dokumendis mainitud Zeissi tooted on kas Carl Zeiss
Meditec, Inc-i registreeritud kaubamargid voi kaubamargid USA-s
ja/voi teistes riikides.

Koik teised selles dokumendis mainitud kaubamargid kuuluvad nen-
de omanikele.

Patendid

www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

1 Varskenduse teave

Microsoft Windowsi prindispuuleri haa-
vatavus CVE-2021-34527

1

Varskenduse teave

PrintNightmare on haavatavus, mis puudutab Microsoft Windowsi
operatsioonistusteeme (OS).

Koodi kaugtditmine on haavatav, kui Windowsi prindispuuleri tee-
nus teeb privilegeeritud failitoiminguid valesti. Seda haavatavust
edukalt kasutanud rundajal oli véimalus kaivitada suvaline kood
koos SUSTEEMI Gigustega. Riindaja vib seejarel installida program-
me; vaadata, muuta voi kustutada andmeid; voi luua uusi taielike
kasutajadigustega kontosid."

PrintNightmare ei mdjuta Uheski ZEISS-seadmes ohutust ega joud-
lust.

Siiski soovitab ZEISS kiberturvalisuse kestvaks tagamiseks vars-
kendada seadmeid Microsofti paiga- ja/voi registrisatetega. ZEISS
on analtusinud haavatavuse méju Windowsi OS-iga tootavatele
ZEISS-i toodetele ja varskenduse peavad kaivitama ainult allpool
loetletud seadmed.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Windows 10 varskenduste allalaadimine
ja installimine

Jargmises tabelis on esitatud varskenduste juurdepaasukoht (al-
lalaadimise URL) ja failinimed.

KB5001402 2021-04 teeninduse pi- | windows10.0- http://download.wi-
nu varskendus Windows | kb5001402- ndowsupdate.com/d/ms-
10 versioonile 1607 x64- | x64_0108fcc32c0594f8 | download/update/sof-
pohiste susteemide jaoks | 578c3787babb7d84e63 | tware/secu/2021/04/wi-
63864.msu ndows10.0-kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 2021-07 koondvars- windows10.0- http://download.wi-

kendus Windows 10 ver- | kb5004948- ndowsupdate.com/d/ms-
sioonile 1607 x64- x64_206b586¢ca8f1947f- | download/update/sof-
pohiste susteemide jaoks | dace0008ecd7c9ca77fd | tware/secu/2021/07/wi-
6876.msu ndows10.0-kb5004948-
x64_206b586ca8f19471-
dace0008ecd7c9ca77fd
6876.msu
I Microsofti veebisait: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Osuta ja prindi inaktiveerimine Windowsi registris

Eeldus

Toimimisviis

Toimimisviis

Microsoft Windowsi prindispuuleri haa-
vatavus CVE-2021-34527

Jargige loetletud jarjestuses toodud juhiseid.

M Vormindatud ja turvaline USB-maluseade
M Internetiga Ghendatud arvuti

1. Asjakohaste paigavarskenduste allalaadimiseks avage Microsoft
Update'i kataloog.

2. Kopeerige allalaaditud failid USB-maluseadmele.
TAHELEPANU! Kui brauser on konfigureeritud seda toe-
tama, saate failid salvestada otse USB-maluseadmele. Al-
lalaadimise asukoht voib olenevalt kasutatavast
brauserist erineda.

3. Sisestage USB-maluseade seadme USB-porti.
4. Avage instrumendis File Explorer.

5. Liikuge USB-maluseadmele ja otsige Ules windows10.0-
kb5001402-
x64 0108£cc32c0594£8578c3787babb7d84e6363864
.msu.

6. KB5001402 installimiseks topeltklopsake failinime.
TAHELEPANU! Enne KB5004948 installimist peate
installima selle varskenduse.

7. Kui installiprotsess on I6ppenud, otsige Ules windows10.0-
kb5004948-x64 206b586ca8f1947f-
dace0008ecd7c9ca77£fd6876.msu.

8. KB5004948 installimiseks topeltkldpsake failinime. Kui
installimisel ilmneb torge, veenduge, et fail KB5001402 oleks
installitud.

9. Taaskaivitage instrument.

3 Osuta ja prindi inaktiveerimine Windowsi
registris

Soovitame selle toimingu teha IT-administraatoril.

1. Logige instrumenti sisse.

2. Tippige tegumiriba otsinguvaljale regedit, seejarel valige
registriredaktor.

3. Liikuge jaotisse HKEY_LOCAL_MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. Kui see on olemas, laiendage printerite haru ja veenduge, et
Osuta ja prindi rihma poleks olemas.
TAHELEPANU! Printerite haru pole tehasekonfi-
guratsioonis olemas.

= Kui Osuta ja prindi ruhm on olemas, kontrollige jargmisi
satteid, kui see on olemas, seejarel seadke vaartuseks 0.
NoWarningNoElevationOnInstall = 0 vdi
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3 Osuta ja prindi inaktiveerimine Windowsi registris

Microsoft Windowsi prindispuuleri haa-
vatavus CVE-2021-34527

seda pole olemas
UpdatePromptSettings = 0 vdéi seda pole
olemas

5. Taaskaivitage instrument.
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Microsoft Windows -taustatulostuksen tietoturva-

aukko CVE-2021-34527
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1 Tietoja paivityksesta

Microsoft Windows -taustatulostuksen
tietoturva-aukko CVE-2021-34527

1

Tietoja paivityksesta

PrintNightmare on Microsoft Windows -kayttojarjestelmiin (OS) vai-
kuttava tietoturva-aukko.

Koodin etasuoritusta koskeva tietoturva-aukko on olemassa, kun
Windowsin taustatulostuspalvelu suorittaa virheellisesti etuoikeute-
tut tiedostotoiminnot. Hyokkaaja, joka onnistuu taman tietoturva-
aukon hyddyntamisessa, voi suorittaa haittaohjelman JARJESTEL-
MAN kayttooikeuksilla. Talloin hydkkaaja voi asentaa ohjelmia, tar-
kastella, muuttaa tai poistaa tietoja tai luoda uusia tileja, joilla on
taydet kayttooikeudet."

PrintNightmare ei vaikuta ZEISS-laitteiden turvallisuuteen ja suori-
tuskykyyn.

ZEISS suosittelee kuitenkin laitteiden paivittamista Microsoftin kor-
jaustiedosto- ja/tai rekisteriasetuksilla kyberturvallisuuden jatkumi-
sen varmistamiseksi. ZEISS on analysoinut tietoturva-aukon vaiku-
tuksen ZEISS-tuotteisiin, joissa on Windows-kayttéjarjestelma, ja
vain alla lueteltuihin laitteisiin tarvitaan paivitys.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

2 Lataa ja asenna Windows 10 -paivitykset

Seuraavassa taulukossa on paivitysten kayttosijainti (lataus-URL) ja
tiedostonimet:

KB5001402 2021-04 Yllapitopinopai- | windows10.0- kb5001402- | http://download.window-
vitys Windows 10 -ver- | x64_0108fcc32c059418578 | supdate.com/d/msdown-
siolle 1607 x64-pohjai- 3787- load/update/software/
siin jarjestelmiin babb7d84e6363864.msu | so0,2021/04/win-

dows10.0-kb5001402-
x64_0108fcc32c0594f8578
3787-
babb7d84e6363864.msu

KB5004948 2021-07 Kumulatiivinen | windows10.0-kb5004948- | http://download.window-

paivitys Windows 10 -
versiolle 1607 x64-poh-
jaisiin jarjestelmiin

x64_206b586ca8f19471-
dace0008ecd7c9ca77fd68
76.msu

supdate.com/d/msdown-
load/update/software/
secu/2021/07/win-
dows10.0-kb5004948-
x64_206b586ca8f1947f-
dace0008ecd7c9ca77fd68
76.msu

Noudata ohjeita annetussa jarjestyksessa:

019 Microsoft-verkkosivusto: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Poista osoittamalla tulostaminen Windowsin rekisterissa

Microsoft Windows -taustatulostuksen
tietoturva-aukko CVE-2021-34527

Edellytys M Alustettu ja turvallinen USB-muistitikku
M Internetiin yhdistetty tietokone
Toimenpide 1. Lataa vastaavat korjauspaivitykset Microsoft Update -luette-
losta.

2. Kopioi ladatut tiedostot USB-muistitikkuun.
HUOMIO! Voit tallentaa tiedostot suoraan USB-muistitik-
kuun, jos selain on maaritetty tukemaan tata. Lataussi-
jainti voi vaihdella kaytetyn selaimen mukaan.

3. Aseta USB-muistitikku laitteen USB-porttiin.
4. Avaa laitteessa resurssienhallinta.

5. Siirry USB-muistitikkuun ja paikanna windows10.0-
kb5001402-x64 0108£fcc32c0594£8578c3787-
babb7d84e6363864 .msu.

6. Asenna KB5001402 kaksoisnapsauttamalla tiedostonimea.
HUOMIO! Tama paivitys on asennettava ennen
KB5004948:n asentamista.

7. Kun asennus on valmis, paikanna windows10.0-
kb5004948-x64 206b586cal8f1947f-
dace0008ecd7c9ca77£d6876.msu.

8. Asenna KB5004948 kaksoisnapsauttamalla tiedostonimea. Jos
asennuksen aikana ilmenee virhe, varmista, etta KB5001402-
tiedosto on asennettu.

9. Kaynnista laite uudelleen.

3 Poista osoittamalla tulostaminen
Windowsin rekisterissa

Suosittelemme IT-jdrjestelmanvalvojaa suorittamaan taman tehta-
van.

Toimenpide 1. Kirjaudu sisaan laitteeseen.

2. Kirjoita tehtavapalkin hakuruutuun regedit ja valitse sitten
Rekisterieditori.

3. Siirry kohtaan HKEY LOCAL MACHINE\SOFTWARE\Po-
licies\Microsoft\Windows NT\Printers.

4. Jos Tulostimet-haara on olemassa, laajenna se ja varmista, ettei
PointandPrint-ryhmaa ole olemassa.
HUOMIO! Tehdasmaadritykset eivat sisalla Tulostimet-haa-
raa.

= Jos PointandPrint-ryhma on olemassa, tarkista seuraavat
asetukset, ja jos se on olemassa, aseta arvoksi 0.
NoWarningNoElevationOnInstall = 0 tai el
ole olemassa
UpdatePromptSettings = 0 tai ei ole ole-
massa
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3 Poista osoittamalla tulostaminen Windowsin rekisterissa

Microsoft Windows -taustatulostuksen
tietoturva-aukko CVE-2021-34527

5. Kaynnista laite uudelleen.
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Vulnérabilité du spouleur d'impression
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d'exploitation Windows 10
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1 A propos de la mise & jour

Vulnérabilité du spouleur d'impression
Microsoft Windows CVE-2021-34527

1 A propos de la mise a jour

PrintNightmare est une vulnérabilité affectant les systemes d'exploi-
tation (OS) Microsoft Windows.

Il existe une vulnérabilité d'exécution de code a distance lorsque le
service Spouleur d'impression Windows exécute de maniére incor-
recte des opérations sur les fichiers privilégiés. Un attaquant qui
parviendrait a exploiter cette vulnérabilité pourrait exécuter du
code arbitraire avec les privileges SYSTEM. Un attaquant pourrait
alors installer des programmes, consulter, modifier ou supprimer
des données ou créer de nouveaux comptes avec des droits d'utili-
sateur complets.""

PrintNightmare n'affecte pas la sécurité et les performances des
appareils ZEISS.

Cependant, ZEISS recommande de mettre a jour les appareils avec
le correctif Microsoft et/ou les parametres du registre, selon le cas,
pour assurer une cybersécurité continue. ZEISS a analysé I'impact
de cette vulnérabilité sur les produits ZEISS fonctionnant sous
Windows OS et seuls les appareils listés ci-dessous doivent exécuter
la mise a jour.

m CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Téléchargez et installez les mises a jour
de Windows 10

Le tableau suivant indique I'emplacement d'accés (URL de télechar-
gement) et les noms de fichiers des mises a jour :

KB5001402

2021-04 Servicing Stack
Update for Windows 10
Version 1607 for x64-
based Systems

windows10.0-
kb5001402-
x64_0108fcc32c059418
578c3787-
babb7d84e6363864.ms
u

11 Site Web de Microsoft : https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

http://
download.window-
supdate.com/d/
msdownload/update/
software/secu/2021/04/
windows10.0-
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Télechargez et installez les mises a jour de Windows 10

Vulnérabilité du spouleur d'impression
Microsoft Windows CVE-2021-34527

kb5001402-
x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

KB5004948

2021-07 Mise a jour
cumulative pour
Windows 10
Version 1607 pour
systémes x64

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7¢9-
ca77fd6876.msu

http://
download.window-
supdate.com/d/
msdownload/update/
software/secu/2021/07/

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7¢9-
ca77fd6876.msu

Suivez les étapes dans I'ordre indiqué :

Condition M Lecteur flash USB formaté et sécurisé

M Ordinateur connecté a Internet

Procédure 1. Accédez au catalogue Microsoft Update pour télécharger les
mises a jour des correctifs respectifs.

2. Copiez les fichiers téléchargés sur le lecteur flash USB.
AVIS ! Vous pouvez enregistrer les fichiers directement
sur le lecteur flash USB si le navigateur est configuré
pour le faire. L'emplacement du téléchargement peut
varier en fonction du navigateur utilisé.

3. Insérez le lecteur flash USB dans le port USB de I'instrument.
4. Dans I'instrument, ouvrez I'Explorateur de fichiers.

5. Accédez au lecteur flash USB et localisez windows10.0-
kb5001402-x64 0108£cc32c0594£8578c3787-
babb7d84e6363864 .msu.

6. Double-cliquez sur le nom du fichier pour installer KB5001402.
AVIS ! Vous devez installer cette mise a jour avant
d'installer KB5004948.

7. Une fois le processus d'installation terminé, localisez
windowsl0.0-kb5004948-
x64 206b586ca8fl1947fdace0008ecd’7c9-
ca77f£d6876.msu.

8. Double-cliquez sur le nom du fichier pour installer KB5004948.
Si vous voyez une erreur se produire lors de l'installation,
assurez-vous que le fichier KB5001402 a été installé.

9. Redémarrez l'instrument.
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3 Désactiver Pointer et imprimer dans le registre Windows

Vulnérabilité du spouleur d'impression
Microsoft Windows CVE-2021-34527

3 Désactiver Pointer et imprimer dans le
registre Windows

Nous recommandons a un administrateur informatique d'effectuer
cette tache.

Procédure 1. Connectez-vous a l'instrument.

2. Dans la zone de recherche de la barre des taches, tapez
regedit, puis sélectionnez Editeur du registre.

3. Accédez a HKEY_LOCAL_MACHINE\SOFTWARE\POliCieS
\Microsoft\Windows NT\Printers.

4. S'il existe, développez la branche Imprimantes et vérifiez que le
groupe PointandPrint n'existe pas.
AVIS ! La branche Imprimantes n'existe pas dans la confi-
guration d'usine.

= Si le groupe PointandPrintexiste, vérifiez les parametres
suivants, s'il existe, définissez la valeur sur 0.
NoWarningNoElevationOnInstall = 0 ou
n'existe pas
UpdatePromptSettings = 0 ou n'existe pas

5. Redémarrez I'instrument.
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1 Uber das Update

Sicherheitsrisiko des Microsoft Windows
Print Spooler CVE-2021-34527

1

Uber das Update

PrintNightmare ist eine Sicherheitsliicke, die Microsoft Windows-
Betriebssysteme (OS) betrifft.

Es besteht eine Sicherheitsliicke bezlglich Remotecodeausfiihrung,
wenn der Windows Print Spooler-Dienst unzulassigerweise autori-
sierte Dateioperationen ausfuhrt. Ein Angreifer, der diese Sicher-
heitsllicke erfolgreich ausnutzt, konnte beliebigen Code mit
SYSTEM-Rechten ausfihren. Ein Angreifer kdnnte dann Programme
installieren, Daten anzeigen, andern oder I6schen oder neue
Konten mit vollen Benutzerrechten erstellen.!"?

PrintNightmare hat keine Auswirkungen auf die Sicherheit und
Leistung von ZEISS Geraten.

ZEISS empfiehlt jedoch, die Gerate mit dem Microsoft-Patch und/
oder den Registry-Einstellungen zu aktualisieren, um fortgesetzte
Cybersicherheit zu gewahrleisten. ZEISS hat die Auswirkungen der
Sicherheitslicke auf ZEISS Produkte mit dem Windows-Betriebs-
system analysiert und nur die unten aufgefiihrten Gerate mussen
das Update ausfuhren.

= CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Herunterladen und Installieren der

Windows 10-Updates

Die folgende Tabelle enthalt den Zugriffsort (Download-URL) und
die Dateinamen der Updates:

112 Microsoft-Website: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

KB5001402 2021-04 Servicing-Stack- | windows10.0- http://
Update fur Windows 10 | kb5001402- download.window-
Version 1607 fur x64- x64_0108fcc32c0594f8 | supdate.com/d/msdow-
basierte Systeme 578c3787bab- nload/update/software/
b7d84e6363864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787bab-
b7d84e6363864.msu
KB5004948 2021-07 Kumulatives windows10.0- http:/
Update fur Windows 10 | kb5004948- download.window-
Version 1607 fur x64- x64_206b586ca8f1947f- | supdate.com/d/msdow-
basierte Systeme dace0008ecd7c9- nload/update/software/
ca77fd6876.msu secu/2021/07/
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Deaktivieren von Point and Print in der Windows-Registrierung

Sicherheitsrisiko des Microsoft Windows
Print Spooler CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f19471-
dace0008ecd7c9-
ca77fd6876.msu

FUhren Sie die Schritte in der angegebenen Reihenfolge aus:

Voraussetzung M Formatiertes und sicheres USB-Flash-Laufwerk
M Ein Computer, der mit dem Internet verbunden ist
Vorgehensweise 1. Greifen Sie auf den Microsoft Update-Katalog zu, um die
entsprechenden Patch-Updates herunterzuladen.

2. Kopieren Sie die heruntergeladenen Dateien auf das USB-Flashl-
aufwerk.

HINWEIS! Sie kénnen die Dateien direkt auf dem USB-
Flashlaufwerk speichern, wenn der Browser entspre-
chend konfiguriert ist. Der Download-Speicherort kann je
nach verwendetem Browser variieren.

3. Stecken Sie das USB-Flashlaufwerk in den USB-Anschluss des
Gerats.

4. Offnen Sie auf dem Gerat den Datei-Explorer.

5. Wechseln Sie zum USB-Flashlaufwerk, und suchen Sie
windows1l0.0-kb5001402-
x64 0108fcc32c0594£8578¢c3787bab-
b7d84e6363864 .msu.

6. Doppelklicken Sie auf den Dateinamen, um KB5001402 zu
installieren.

HINWEIS! Sie miissen dieses Update installieren, bevor
Sie KB5004948 installieren.

7. Suchen Sie nach Abschluss des Installationsvorgangs
windows10.0-kb5004948-x64 206b586ca8f1947f-
dace0008ecd7c9ca77£d6876.msu.

8. Doppelklicken Sie auf den Dateinamen, um KB5004948 zu
installieren. Wenn wahrend der Installation ein Fehler auftritt,
stellen Sie sicher, dass die Datei KB5001402 installiert wurde.

9. Starten Sie das Gerat neu.

3 Deaktivieren von Point and Print in der
Windows-Registrierung
Wir empfehlen, dass ein IT-Administrator diese Aufgabe ausfihrt.
Vorgehensweise 1. Melden Sie sich bei dem Instrument an.

2. Geben Sie im Suchfeld auf der Taskleiste regedit ein, und
wahlen Sie dann den Registrierungs-Editor aus.
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3 Deaktivieren von Point and Print in der Windows-Registrierung

Sicherheitsrisiko des Microsoft Windows
Print Spooler CVE-2021-34527

3. Navigieren Sie zu HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. Falls vorhanden, erweitern Sie den Zweig , Drucker”, und stellen
Sie sicher, dass die Gruppe ,PointandPrint” nicht vorhanden ist.
HINWEIS! Der Zweig ,,Drucker” ist in der Werkskonfigu-
ration nicht vorhanden.

= Wenn die Gruppe PointandPrint vorhanden ist,
Uberprufen Sie die folgenden Einstellungen, und legen Sie,
sofern vorhanden, als Wert , 0" fest.
NoWarningNoElevationOnInstall = 0 oder
nicht vorhanden
UpdatePromptSettings = 0 oder nicht
vorhanden

5. Starten Sie das Gerat neu.
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1 ZXETIKA PE TNV EVNHEPWON

Aduvapia Aoylopikol oupdg eKTUTIWONG
Microsoft Windows CVE-2021-34527

1

2

ZXETIKA ME TNV EVNHEPWON

To PrintNightmare €ivai pia aduvapia mou ennpeadel ta
Agltoupyikd ovotrpata Twv Microsoft Windows (OS).

Mtia aduvapia amouakpUOHEVNG EKTEAEONC KWOLKA UTTAPXEL OTAV N
UTINPEGIA TOL AOYIOMIKOU 0UPAG EKTUTIWONG TwV Windows eKTeAE
E0PAAUEVA AEITOUPYIEC TIPOVOULIOUXWV apXEiwv. Evag el0BoAEag
TIOU €KMETAAAEVTNKE UE EMITUXIA ALTAV TNV aduvapia Ba prmopovoe
Va EKTEAECEL OTIOIOVONTIOTE KWALIKA PE TTpovOpLla ZYZTHMATOZ.

‘Evag elofoAgag Oa PmopoloE 0T CUVEXELQ VO EYKATACTHOEL

Tpoypaupata, va mpoPariAel, aArdael iy dtaypdpel dedopgva fy va
dnulovpynoel véoug Aoyaplacpolg pe TARpn Sikatwuata
xprotn.™

To PrintNightmare 6¢ev emnpeadel tnv ao@dAcia kat tnv anoddoon
O€ Kapia amo TIC ouokevEC ZEISS.

Qot000, n ZEISS cuvIioTA TNV EVNUEPWON CUCKELUWY HE TNV
evnuEpwon kwdika tng Microsoft ri/kat Ti¢ pubuicel pntpwou,
KOTA TiepimTwaon, yla va dlac@aliosl Tn ouvexr KUBEPVOAcpAAELa.
H ZEISS aveAuoe tov avtikTuto TNG aduvapiag o £Xouv Ta
Tpoiovta ZEISS mou ekteAolv Asitoupyikd ocvotnua Windows kal
MOVO Ol GUCKEVEC TTIOU AVAPEPOVTAL TIAPAKATW TIPETIEL VA
EKTEAECOLV TNV EVNUEPWON.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

NAQPn Katl eykatdotaon Twv
evnpepwoswyv tTwv Windows 10

O mapakdtw Tmivakag mapexel Tn 6€on mpoofaong (StevBuvaon url
AQYNC) Kal Ta ovOUATA ApPXEIWY TWV EVNEPWOEWV:

KB5001402

2021-04 Evnuépwon

windows10.0- http://

otoifag ouvtripnong yia | kb5001402- download.windowsupda
Windows 10 Ekdoon x64_0108fcc32c0594f8 | te.com/d/msdownload/
1607 yla cvothuata 578c3787babb7d84e63 | update/software/

mov Bacifovtal og x64 63864.msu secu/2021/04/

3l |gtétomog tng Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 AN kat eykatdotaon twy evnuepwoewyv tTwv Windows 10

Aduvapia Aoylopikol oupdg EKTUTIWONG
Microsoft Windows CVE-2021-34527

windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu

KB5004948

2021-07 Zuykevipwtikn | windows10.0- http://

EVNUEPWON yla kb5004948- download.windowsupda
Windows 10 ‘Ekboon x64_206b586ca8f1947f | te.com/d/msdownload/
1607 yia cvotruata dace0008ecd7c9ca77fd | update/software/

mou Baoifovtal o x64 | 6876.msu secu/2021/07/

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

MpoumndBean

MeBodevon

AkoAoubnote ta Brjuata tng oslpdg Tou apatifetal:

M Alapoppwpévn Kat acpaiig povada USB flash

M ‘Evag umoAoylotr¢ ouvdedepévoc oto Sladiktuo

1.

AToKTroTE TIPpOoPacn otov katdAoyo tou Microsoft Update
yla va KAvete AnPn TwV avtioTolwV EVNUEPWOEWY KWAIKA.

. Avtlypate Ta apxeia mou éxete kateBdaoel otn povada USB

flash.

YMOAEI=H! Mmopeite va anoOnkevoste ta apyeia
amnevOseiag otn povada USB flash, eav to mpdypappa
meEPLyNONG £xet StapoppwOdsei yla va vtootnpifel avtiv
Vv gvépyela. H Oéon ARYPng evééxetar va drapépet
avdaloya pE TO TIPOYPAPHA TIEPLYNONG TIOU
Xpnotpototeitat.

. TonoBetrote tn povada USB flash otn B0pa USB tou opyavou.

210 O6pyavo, avoifte Tnv E€epebvnon apyeiwv.

. Metaeite otn povada USB flash kat evtomiote 10

windowsl0.0-kb5001402-
x64 0108fcc32c0594£8578¢c3787babb7d84e6363864
.msu.

. Kavte SImAd KAIK 0TO GVOpa APXEIOL YIa VO EYKATACTHOETE TO

KB5001402.
YMOAEI=ZH! Mpémnel va EYyKATACTHGETE AUTHV TNV
EVNHUEPWON TIPLV amod Tnv eykatdotacn tov KB5004948.

. Metd v odokAnpwon tng dladikaciag eykatactaong,

EVTOTIOTE T0 windows10.0-kb5004948~
x64 206b586ca8f1947fdace0008ecd7c9ca’77£d6876
.msu.

747188
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Amevepyoroirjote To Point and Print oto Mntpwo twv Windows

Aduvapia Aoylopikol oupdg eKTUTIWONG
Microsoft Windows CVE-2021-34527

8. Kavte &m0 KAk 6T0 Gvoua apyeiou yla va yKATAOTrCETE TO
KB5004948. EAv eu@avioTEi Eva opAApa Katd tnv eykataota-
on, BePaiwdeite o1l 10 apyeio KB5001402 €xel eykataotadei.

9. EmavekkIvAOTE TO OPYavO.

3 Amnevepyortojote to Point and Print oto
Mntpwo twv Windows

JUVIOTOUWE TNV EKTEAEON AUTAC TNC Epyaciag amo evav Slaxelploth
CUCTNUATWY TTANPOPOPIKAC.

Mebobdevon 1. Zuvéebeite oto Opyavo.

2. X10 mAdiolo avalitnong otn YPApUn EPYACLWY,
TTANKTPOAOYNOTE regeditkal, OTN OUVEXELQ, ETIAECTE
"Mpdypappa emeEepyaaciac pnTpwou”.

3. MetaPeite oto HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. Edv umdpyel, avamtugte To Tunpa "Ektunwteg” kat Befaiwbeite
Ot n opdda PointandPrint 6ev uTIAPXEL.
YMOAEIZH! To tpufjpa "EKTUTtwTEG” SEV UTIAPYKEL TNV
€pyocTaclaKi dtapdppwon.

= Edv urtdpxet n opada PointandPrint, eAéy&te Ti¢
aKOAOLOEC PUBUICELC KAl EQPOCOV UTIAPXEL, OPIOTE TNV TIUA
0e0.
NoWarningNoElevationOnInstall = 0 1 dev
un&pye L
UpdatePromptSettings = 0 1 dev undpxel

5. Emavekkivriote To Opyavo.
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Microsoft Windows Nyomtatasisor-kezel6 biztonsagi
rése CVE-2021-34527

(,PrintNightmare”) Kiberbiztonsagi frissités Windows 10 operacios
rendszerhez



Szerzoi jog
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA
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1 A frissitésrol

Microsoft Windows Nyomtatasisor-keze-
16 biztonsagi rése CVE-2021-34527

1 A frissitésrol

A PrintNightmare a Microsoft Windows operacios rendszereket
(OS) érintd biztonsagi rés.

Tavoli kodfuttatasi biztonsagi rés all fenn, ha a Windows Nyomta-
tasisor-kezel® szolgaltatas helytelenll hajt végre privilegizalt fajimad-
veleteket. A biztonsagi rést sikeresen kihasznald tamadé tetszdle-
ges kodot tud futtatni SYSTEM jogosultsagokkal. A tamado ezutan
programokat telepithet; adatokat tud megtekinteni, modositani
vagy torolni; illetve Uj fiokokat hozhat létre teljes korl felhasznaloi
jogokkal.

A PrintNightmare nincs hatassal a ZEISS-eszk6zok biztonsagara és
teljesitményére.

A ZEISS azonban azt javasolja, hogy a folyamatos kiberbiztonsag
biztositasa érdekében frissitse az eszkdzoket a Microsoft javitasaval
és/vagy a beallitasjegyzék-beallitasokkal. A ZEISS elemezte a bizton-
sagi rés hatasat a Windows operacios rendszert futtato ZEISS ter-
mékekre, és csak az alabb felsorolt eszkozoknek kell futtatniuk a
frissitést.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

2 A Windows 10 frissitések letoltése és
telepitése

A kovetkezd tablazat tartalmazza a frissitések hozzaférési helyét (le-
toltési URL-cimét) és fajlneveit:

tés a Windows 10 1607-
es verzidjahoz x64-alapu
rendszerekhez

kb5004948-
x64_206b586-
ca8f1947fdace0008ecd7
9ca77fd6876.msu

KB5001402 2021-04 Karbantartasi windows10.0- http://download.window-
csomag frissitése a Win- | kb5001402- supdate.com/d/msdownlo-
dows 10 1607-es verzid- | x64_0108fcc32c0594f8 | ad/update/software/se-
jahoz x64-alapu rendsze- | 578c3787- cu/2021/04/windows10.0-
rekhez babb7d84e6363864.ms | kb5001402-

u x64_0108fcc32c0594f8578
c3787-
babb7d84e6363864.msu

KB5004948 2021-07 Kumulativ frissi- | windows10.0- http://download.window-

supdate.com/d/msdownlo-
ad/update/software/se-
cu/2021/07/windows10.0-
kb5004948-x64_206b586-
ca8f1947fdace0008ecd7c9-
ca77fd6876.msu

14 A Microsoft webhelye: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 A Windows beallitasjegyzékében inaktivalja a Gyorsnyomtatast

Eldfeltétel

Eljdrasmod

Eljagrasmod

Microsoft Windows Nyomtatasisor-keze-
|6 biztonsagi rése CVE-2021-34527

Kovesse a felsorolt Iépéseket a megadott sorrendben:

M Formazott és biztonsagos USB-meghajtd

M Internethez csatlakoztatott szamitogép

1.

Hozzaférés a Microsoft Frissitési katalogushoz a megfeleld javi-
tasfrissitések letoltéséhez.

. Masolja a letoltott fajlokat az USB-meghaijtora.

UTALAS! A fajlokat lementheti kézvetleniil az USB-meg-
hajtdra, ha a bongész6 ugy van beallitva, hogy tamogas-
sa ezt a miiveletet. A letoltés helye a hasznalt bongész6-
tol fiiggoen valtozhat.

. Helyezze be az USB-meghajtot az eszkéz USB-portjaba.

Nyissa meg a Fajlkezel6t az eszkozon.

. Nyissa meg az USB-meghajtot, majd keresse meg a kovetkezot:

windowsl0.0-kb5001402-
x64 0108fcc32c0594£8578c3787-
babb7d84e6363864 .msu.

. A KB5001402 telepitéséhez kattintson duplan a fajlnévre.

UTALAS! A KB5004948 telepitése el6tt telepitenie kell
ezt a frissitést.

. A telepitési folyamat befejezését kovetSen keresse meg a ko-

vetkez6t: windows10. 0-kb5004948-x64 206b586-
ca8fl1947fdace0008ecd7¢c9ca77fd6876.msu.

A KB5004948 telepitéséhez kattintson duplan a fajinévre. Ha
hibat észlel a telepités soran, gy6z6djon meg arrdl, hogy a
KB5001402 fajl telepitve van.

. Inditsa ujra az eszkdzt.

3 A Windows beallitasjegyzékében

inaktivalja a Gyorsnyomtatast

Javasoljuk, hogy informatikai rendszergazda végezze el ezt a m(ve-

letet.

1.
2.

3.

Jelentkezzen be az eszkozon.

A talca keres6émezdjében irja be a kovetkezdt: regedit, majd
valassza a Beallitasszerkeszt6 lehetdséget.

Nyissa meg a kévetkez6t: HKEY LOCAL MACHINE\SOFT-
WARE\Policies\Microsoft\Windows NT\Printers.

80/188
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3 A Windows beallitasjegyzékében inaktivalja a Gyorsnyomtatast

Microsoft Windows Nyomtatasisor-keze-
16 biztonsagi rése CVE-2021-34527

4. Ha létezik, bdvitse ki a Nyomtatok agat, és gy6z6djon meg ar-
rol, hogy a PointandPrint csoport nem létezik.
UTALAS! A Nyomtaték ag nem létezik a gyari konfigura-
cidoban.
= Ha a PointandPrint csoport létezik, ellendrizze a kovetkez6
beallitasokat, ha létezik, akkor allitsa az értéket O-ra.
NoWarningNoElevationOnInstall = 0 vagy
nem létezik
UpdatePromptSettings = 0 vagy nem létezik

5. Inditsa Ujra az eszkozt.
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1 Informazioni sull'aggiornamento

Vulnerabilita dello spooler di stampa di
Microsoft Windows CVE-2021-34527

1

Informazioni sull'aggiornamento

PrintNightmare & una vulnerabilita che interessa i sistemi operativi
Microsoft Windows.

Esiste una vulnerabilita legata all'esecuzione del codice in modalita
remota quando il servizio Spooler di stampa di Windows esegue in
modo erroneo operazioni sui file privilegiati. Sfruttando questa
vulnerabilita, un utente malintenzionato pud eseguire un codice
arbitrario con privilegi SYSTEM. Un utente malintenzionato
potrebbe quindi installare programmi, visualizzare, modificare o
eliminare i dati, oppure creare nuovi account con diritti utente
completi."™

PrintNightmare non influisce sulla sicurezza e sulle prestazioni di
nessuno dei dispositivi ZEISS.

Tuttavia, ZEISS consiglia di aggiornare i dispositivi con la patch
Microsoft e/o le impostazioni del Registro di sistema, in base ai casi,
per garantire la sicurezza informatica continua. ZEISS ha analizzato
I'impatto della vulnerabilita sui prodotti ZEISS che eseguono il
sistema operativo Windows e solo i dispositivi elencati di seguito
devono eseguire |'aggiornamento.

m CIRRUS 500/5000/6000
m Foto CIRRUS 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Scarica e installa gli aggiornamenti di
Windows 10

Nella tabella seguente vengono forniti il percorso di accesso (URL di
download) e i nomi dei file degli aggiornamenti:

KB5001402

Aggiornamento dello
stack di manutenzione
2021-04 per Windows
10 versione 1607 per
sistemi x64

windows10.0-
kb5001402-
x64_0108fcc32c059418
578c3787-
babb7d84e6363864.ms
u

15 Sito Web Microsoft: https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

http://download.windo-
wsupdate.com/d/
msdownload/update/
software/secu/2021/04/
windows10.0-

2660021182726 Rev B 2021-09

857188



http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Scarica e installa gli aggiornamenti di Windows 10

Vulnerabilita dello spooler di stampa di
Microsoft Windows CVE-2021-34527

kb5001402-
x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

KB5004948

Aggiornamento
cumulativo 2021-07 per
Windows 10 versione
1607 per sistemi x64

windows10.0-
kb5004948-
x64_206b586ca8f19471-
dace0008ecd7¢9-
ca77fd6876.msu

http://download.windo-
wsupdate.com/d/
msdownload/update/
software/secu/2021/07/
windows10.0-

kb5004948-
x64_206b586ca8f19471-
dace0008ecd7¢9-
ca77fd6876.msu

Condizione

Procedura

Seguire i passaggi nell'ordine elencato:
M Unita flash USB formattata e sicura
M Un computer connesso a Internet

1.

Accedere al catalogo di Microsoft Update per scaricare i
rispettivi aggiornamenti delle patch.

. Copiare i file scaricati sulla flash drive USB.

AVVISO! E possibile salvare i file direttamente sulla flash
drive USB se il browser & configurato per supportare
questa operazione. Il percorso di download puo variare a
seconda del browser utilizzato.

3. Inserire I'unita flash USB nella porta USB dello strumento.

Nello strumento, aprire File Explorer.

5. Andare all'unita flash USB e individuare windows10.0-

kb5001402-x64 0108£cc32c0594£8578c3787-
babb7d84e6363864 .msu.

. Fare doppio clic sul nome del file per installare KB5001402.

AVVISO! E necessario installare questo aggiornamento
prima di installare KB5004948.

. Al termine del processo di installazione, individuare

windows10.0-kb5004948-x64 206b586ca8f1947f-
dace0008ecd7c9ca77£fd6876.msu.

Fare doppio clic sul nome del file per installare KB5004948. Se
si verifica un errore durante l'installazione, assicurarsi che il file
KB5001402 sia stato installato.

. Riavviare lo strumento.
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3 Disattivare Point and Print nel Registro di sistema di Windows

Vulnerabilita dello spooler di stampa di
Microsoft Windows CVE-2021-34527

3 Disattivare Point and Print nel Registro di
sistema di Windows

Si consiglia che questa attivita venga eseguita da un amministratore
IT.

Procedura 1. Accedere allo strumento.

2. Nella casella di ricerca sulla barra delle applicazioni digitare
regedit, quindi selezionare Editor del Registro di sistema.

3. Andare a HKEY_LOCAL_MACHINE\SOFTWARE\POliCieS
\Microsoft\Windows NT\Printers.

4. Se esiste, espandere il ramo Stampanti e assicurarsi che il
gruppo PointandPrint non esista.
AVVISO! Il ramo Stampanti non esiste nella configura-
zione di fabbrica.

= Se il gruppo PointandPrint esiste, controllare le imposta-
zioni che seguono, quindi impostare il valore su 0.
NoWarningNoElevationOnInstall = 0 o non
esiste
UpdatePromptSettings = 0 o non esiste

5. Riavviare lo strumento.
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Microsoft Windows drukas spolétaja ievainojamiba
CVE-2021-34527

("PrintNightmare”) Kiberdrosibas atjauninajums operéetajsistemai
Windows 10
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1 Par atjauninasanu

Microsoft Windows drukas spolétaja

ievainojamiba CVE-2021-34527

1 Par atjauninasanu

PrintNightmare ir ievainojamiba, kas ietekmée Microsoft Windows
operétajsistemas (OS).

Attala koda izpildes ievainojamiba pastav, ja Windows drukas
spolétaja pakalpojums nepareizi veic priviligétas failu darbibas.
Uzbrucégjs, kurs veiksmigi izmantoja So ievainojamibu, var palaist
patvaligu kodu ar SYSTEM privilégijam. Péc tam uzbrucéjs var
instalét programmas; skatit, mainit vai dzest datus; vai izveidot
jaunus kontus ar pilnam lietotaja tiesioam."®

PrintNightmare neietekmé drosibu un veiktspéju neviena ZEISS

ierice.

Tomer ZEISS iesaka atjauninat ierices ar Microsoft ielapa un/vai
registra iestatijumiem, lai nodroSinatu nepartrauktu kiberdrosibu.

ZEISS ir analizéjis ievainojamibas ietekmi uz ZEISS produktiem, kuros

darbojas Windows operétajsistema, un atjauninajums ir japalaiz
tikai talak uzskaititajam iericem.

m HFA3

2 Windows 10 atjauninajumu lejupielade un

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

PLEX Elite 9000

instalesana

Saja tabula ir sniegta atjauninajumu piekluves atrasanas vieta
(lejupielades URL) un failu nosaukumi:

KB5001402 04.2021; apkopes steka | windows10.0- http:/
atjauninajums Windows | kb5001402- download.windowsupda
10 versijai 1607 x64 x64_0108fcc32c0594f8 | te.com/d/msdownload/
bazétam sistémam 578c3787babb7d84e63 | update/software/
63864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 07.2021.; kumulativais windows10.0- http:/

atjauninajums Windows
10 versijai 1607 x64
bazéetajam sistemam

kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

18 Microsoft timekla vietne: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

download.windowsupda
te.com/d/msdownload/
update/software/
secu/2021/07/

2660021182726, parsk. izd. B, 09.2021.
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3 Deaktivizet punktu un drukat Windows registra

Microsoft Windows drukas spolétaja
ievainojamiba CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

Nosacijums

Darbiba

Darbiba

Izpildiet noraditas darbibas noraditaja seciba:

M Formatéts un droSs USB zibatminas disks

M Dators, kas savienots ar internetu

1.

Piek|Ustiet Microsoft atjauninajumu katalogam, lai lejupieladétu
attiecigos ielapa atjauninajumus.

Kopgjiet lejupieladétos failus USB zibatminas diska.
NORADIUMS! Failus var saglabat tiesi USB zibatminas
diska, ja parlukprogramma ir konfigureta ta atbalstam.
Lejupielades atrasanas vieta var atskirties atkariba no
izmantotas parlukprogrammas.

. levietojiet USB zibatminas disku instrumenta USB pieslegvieta.

Instrumenta atveriet failu parluku.

Navigéjiet uz USB zibatminas disku un atrodiet
windows10.0-kb5001402-

x64 0108£fcc32c0594£8578c3787babb7d84e6363864
.msu.

Veiciet dubultklikski uz faila nosaukuma, lai instalétu
KB5001402.

NORADIJUMS! Pirms KB5004948 instalésanas Sis
atjauninajums ir jainstale.

. Kad instalésanas process ir pabeigts, atrodiet windows10.0-

kb5004948-
x64 206b586ca8f1947fdace0008ecd7c9ca’77£d6876
.msu.

. Veiciet dubultklikski uz faila nosaukuma, lai instalétu

KB5004948. Ja instaleésanas laika rodas kltda, parliecinieties,
vai kb5001402 fails ir instaléts.

. Restartgjiet instrumentu.

3 Deaktivizet punktu un drukat Windows
registra

lesakam So uzdevumu veikt IT administratoru.

1.
2.

Piesakieties instrumenta.

Uzdevumjoslas meklésanas lodzina ierakstiet regedit , pec
tam atlasiet Registra redaktors.

. Naviggjiet uz HKEY LOCAL MACHINE\SOFTWARE

\Policies\Microsoft\Windows NT\Printers.

104 /188
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3 Deaktivizet punktu un drukat Windows registra

Microsoft Windows drukas spolétaja
ievainojamiba CVE-2021-34527

4. Ja tads pastav, izversiet zaru Printeri un parliecinieties, vai grupa
PointandPrint nepastav.
NORADIJUMS! Ripnicas konfiguracija nav zara Printeri.

= Ja grupa PointandPrint pastav, parbaudiet sadus
iestatijumus, ja tadi ir, péc tam iestatiet vertibu uz 0 .
NoWarningNoElevationOnInstall = 0 or does
not exist
UpdatePromptSettings = 0 or does not
exist

5. Restartgjiet instrumentu.

2660021182726, parsk. izd. B, 09.2021. 1057188
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~Microsoft Windows" spausdinimo kaupos
pazeidziamumas CVE-2021-34527

(,PrintNightmare”) kibernetinio saugumo naujinys ,,Windows 10“ OS
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1 Apie naujinj

»Microsoft Windows" spausdinimo
kaupos pazeidziamumas
CVE-2021-34527

1 Apie naujinj

»PrintNightmare” yra pazeidZziamumas, turintis jtakos , Microsoft
Windows"” operacinéms sistemoms (OS).

Nuotolinio kodo vykdymo pazeidziamumas yra, kai , Windows"
spausdinimo kaupos tarnyba netinkamai atlieka privilegijuoty faily
operacijas. Pazeidéjas, sékmingai iSnaudojes sj pazeidziamuma, gali
paleisti savavaliska kodg su SISTEMOS teisemis. Tada pazeidéjas gali
jdiegti programas; perziuréti, keisti arba naikinti duomenis, arba
sukurti naujas paskyras su visomis naudotojo teisémis."”
.PrintNightmare” neturi jtakos jokiy ZEISS jrenginiy saugai ir
veikimui.

Taciau ZEISS rekomenduoja atnaujinti jrenginius naudojant
.Microsoft” pataisa ir (arba) registro parametrus, kaip tinkama, kad
buty uztikrintas nuolatinis kibernetinis saugumas. ZEISS isanalizavo
pazeidZziamumo poveikj ZEISS gaminiams, kuriuose veikia
~Windows" OS, ir tik toliau iSvardytiems jrenginiams turi bati
paleistas naujinys.

m CIRRUS 500 / 5000 / 6000
m ,CIRRUS Photo” 600 / 800
CLARUS 500 /700

ATLAS 9000

m HFA3

PLEX Elite 9000

Atsisiyskite ir jdiekite ,,Windows 10"
naujinius

Tolesnéje lenteléje pateikiama naujiniy prieigos vieta (atsisiuntimo
URL) ir naujiniy faily vardai:

191 Microsoft” Ziniatinklio svetainé: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2660021182726 B perz. 2021-09
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2 Atsisiyskite ir jdiekite , Windows 10" naujinius

»Microsoft Windows" spausdinimo

kaupos pazeidZziamumas

CVE-2021-34

KB5001402

2021-04 prieziuros
rietuvés naujinys
,Windows 10“ 1607
versijai sistemoms x64
pagrindu

windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c¢3787babb7d84e63
63864.msu

http://
download.windowsupdate.
com/d/msdownload/
update/software/
secu/2021/04/
windows10.0-kb5001402-
x64_0108fcc32c0594f8578
€3787babb7d84e6363864.
msu

KB5004948

2021-07 kaupiamasis
naujinys , Windows 10"
1607 versijai sistemoms
x64 pagrindu

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

http://
download.windowsupdate.
com/d/msdownload/
update/software/
secu/2021/07/
windows10.0-kb5004948-
x64_206b586ca8f1947fdac
€0008ecd7c9ca77fd6876.
msu

Salygos

Veiksmai

Atlikite veiksmus nurodyta tvarka:

M Suformatuota ir saugi USB ,flash” atmintiné

M Prie interneto prijungtas kompiuteris

1. Pasiekite ,Microsoft Update” kataloga, kad atsisiystumeéte
atitinkamus pataisy nauijinius.

2. Nukopijuokite atsisiystus failus j USB ,flash” atmintine.
NURODYMAS! Galite jrasyti failus tiesiai j USB , flash”
atmintine, jei narSyklé sukonfiguruota tai palaikyti.
Atsisiuntimo vieta gali skirtis priklausomai nuo
naudojamos narsyklés.

3. Jstatykite USB ,flash” atmintine j instrumento USB prievada.

4. Instrumente atidarykite faily narsykle.

5. Eikite j USB ,flash” atmintine ir suraskite windows10.0-
kb5001402-
x64 0108£cc32c0594£8578c3787babb7d84e6363864

.msu.

6. Dukart spustelekite failo varda, kad jdiegtumeéte KB5001402.
NURODYMAS! Prie$ diegdami KB5004948 turite jdiegti Sj

naujinj.

7. Kai diegimo procesas bus baigtas, suraskite windows10.0-

kb5004948-
x64 206b586ca8fl1947fdace0008ecd’7c9ca’77£d6876

.msu.

8. Dukart spustelekite failo varda, kad jdiegtumete KB5004948.
Jei diegimo metu matote klaida, jsitikinkite, kad KB5001402
failas jdiegtas.

9. Paleiskite instrumenta iS naujo.

27

110/ 188
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3 Pasyvinkite taska ir spausdinima ,, Windows" registre

»Microsoft Windows" spausdinimo
kaupos pazeidziamumas
CVE-2021-34527

3 Pasyvinkite taska ir spausdinima
~Windows" registre

Sig uzduotj atlikti rekomenduojame IT administratoriui.

Veiksmai 1.
2.

Prisijunkite prie instrumento.

Uzduodiy juostos ieSkos lauke jrasykite regedit, tada

pasirinkite ,,Registry Editor”.

. Eikite j HKEY_LOCAL_MACHINE\SOFTWARE\PoliCieS
\Microsoft\Windows NT\Printers.

. Jei yra, iSpléskite Saka , Printers” ir jsitikinkite, kad grupés

,PointandPrint” néra.

NURODYMAS! Sakos ,Printers” gamyklos konfigiracijoje
néra.

= Jei grupé PointandPrint yra, patikrinkite tolesnius

parametrus, jei yra, nustatykite reikSme 0.
NoWarningNoElevationOnInstall = 0 arba
néra

UpdatePromptSettings = 0 arba néra

. Paleiskite instrumenta iS naujo.

2660021182726 B perz. 2021-09
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("PrintNightmare") Cybersikkerhetsoppdatering for Windows 10 OS



Opphavsrett
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Varemerker

Alle Zeiss-produkter som er nevnt her, er enten registrerte
varemerker eller varemerker for Carl Zeiss Meditec, Inc. i USA og/el-
ler andre land.

Alle andre varemerker som brukes i dette dokumentet tilhgrer deres
respektive eiere.

Patenter
www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

1 Om oppdateringen

Sikkerhetsproblem i utskriftskaen i
Microsoft Windows CVE-2021-34527

1 Om oppdateringen

PrintNightmare er et sikkerhetsproblem som bergrer Microsoft
Windows-operativsystemer (OS).

Det finnes et sikkerhetsproblem som kan forarsake ekstern kjaring
av kode ndr utskriftskatjenesten i Windows utferer privilegerte fil-
operasjoner pa feil mate. En angriper som klarer & utnytte dette sik-
kerhetsproblemet, kan kjere vilkarlig kode med SYSTEM-rettigheter.
En angriper kan deretter installere programmer, vise, endre eller
slette data, eller opprette nye kontoer med fullstendige brukerret-
tigheter.”!

PrintNightmare pavirker ikke sikkerheten og ytelsen pa noen av
ZEISS-enhetene.

ZEISS anbefaler imidlertid & oppdatere enheter med Microsoft-opp-
dateringen og/eller registerinnstillingene, der det er aktuelt, for &
sikre fortsatt cybersikkerhet. ZEISS har analysert virkningen av sik-
kerhetsproblemet pa ZEISS-produkter som kjgrer Windows OS, og
bare enheter som er oppfert nedenfor, ma kjere oppdateringen.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

2 Last ned og installer Windows 10-

oppdateringene

Tabellen nedenfor viser tilgangsplasseringen (URL-adressen for ned-
lasting) og filnavnene til oppdateringene:

KB5001402 2021-04 Servicestakk- windows10.0- http://down-
oppdatering for kb5001402- load.windowsup-
Windows 10 versjon x64_0108fcc32c0594f8 | date.com/d/msdown-
1607 for x64-baserte 578c3787babb7d84e63 | load/update/software/
systemer 63864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 2021-07 Kumulativ opp- | windows10.0- http://down-
datering for Windows kb5004948- load.windowsup-
10 versjon 1607 for x64- | x64_206b586¢ca8f1947f | date.com/d/msdown-
baserte systemer dace0008ecd7c9ca77fd | load/update/software/
6876.msu secu/2021/07/
29 Microsofts nettsted: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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3 Deaktiver pek og skriv ut i Windows-registeret

Sikkerhetsproblem i utskriftskgen i
Microsoft Windows CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

Forutsetning

Fremgangsmdte

Fremgangsmdte

Folg trinnene i den oppfarte rekkefelgen:
M Formatert og sikker USB-flash-enhet
M En datamaskin koblet til Internett

1

. Fa tilgang til Microsoft Update-katalogen for a laste ned de re-

spektive oppdateringene.

. Kopier de nedlastede filene til USB-flash-enheten.

MERKNAD! Du kan lagre filene direkte pa USB-flash-
enheten hvis nettleseren er konfigurert til a stotte dette.
Nedlastingsplasseringen kan variere avhengig av hvilken
nettleser som brukes.

. Sett USB-flash-enheten inn i USB-porten pa instrumentet.

Apne Filutforsker i instrumentet.

. Ga til USB-flash-enheten, og finn windows10.0-

kb5001402-
x64 0108£fcc32c0594£8578c3787babb7d84e6363864
.msu.

. Dobbeltklikk pa filnavnet for a installere KB5001402.

MERKNAD! Du ma installere denne oppdateringen for du
installerer KB5004948.

. Nar installasjonsprosessen er fullfert, finner du

windows10.0-kb5004948-
x64 206b586ca8f1947fdace0008ecd’c9ca’77£d6876
.msu.

Dobbeltklikk pa filnavnet for a installere KB5004948. Hvis det
oppstar en feil under installasjonen, ma du kontrollere at filen
KB5001402 er installert.

. Start instrumentet pa nytt.

3 Deaktiver pek og skriv ut i Windows-
registeret

Vi anbefaler at en IT-administrator utfgrer denne oppgaven.

1.
2.

Logge pa instrumentet.

Skriv inn regedit i sgkeboksen pa oppgavelinjen, og velg der-
etter Registerredigering.

. Ga til HKEY LOCAL MACHINE\SOFTIWARE\Policies

\Microsoft\Windows NT\Printers.
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3 Deaktiver pek og skriv ut i Windows-registeret

Sikkerhetsproblem i utskriftskaen i
Microsoft Windows CVE-2021-34527

4. Hvis den finnes, utvider du grenen Skrivere og kontrollerer at
PointandPrint-gruppen ikke finnes.
MERKNAD! Grenen Skrivere finnes ikke i fabrikkonfigura-
sjonen.

= Hvis PointandPrint-gruppen finnes, kontrollerer du falgen-
de innstillinger, og deretter setter du verdien til 0.
NoWarningNoElevationOnInstall = 0 eller
finnes ikke
UpdatePromptSettings = 0 eller finnes
ikke
5. Start instrumentet pa nytt.
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Luka w zabezpieczeniach bufora wydruku systemu
Microsoft Windows CVE-2021-34527

(,PrintNightmare”) Aktualizacja funkcji cyberbezpieczenstwa dla systemu
operacyjnego Windows 10



Prawa autorskie
© 2021, Carl Zeiss Meditec, Inc., Dublin, Kalifornia

Znaki towarowe

Wszystkie produkty Zeiss wspomniane w niniejszym dokumencie to
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cie stanowig wtasno$¢ odpowiednich wtascicieli.
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1 O aktualizacji

Luka w zabezpieczeniach bufora wydru-
ku systemu Microsoft Windows
CVE-2021-34527

1

O aktualizacji

PrintNightmare to luka w zabezpieczeniach systemdw operacyjnych
(0OS) Microsoft Windows.

Luka w zabezpieczeniach umozliwiajaca zdalne wykonanie kodu
powstaje, gdy ustuga Bufor wydruku systemu Windows nieprawi-
dtowo wykonuje uprzywilejowane operacje na plikach. Napastnik,
ktory z powodzeniem wykorzysta te luke, moze uruchomic dowol-
ny kod z uprawnieniami SYSTEM. Napastnik moze wodwczas instalo-
wac programy; przegladac, zmieniac lub usuwac dane; moze tez
tworzy¢ nowe konta z petnymi prawami uzytkownika.?"

PrintNightmare nie wptywa na bezpieczenstwo i wydajnosc zadne-
go z urzadzen ZEISS.

Firma ZEISS zaleca jednak aktualizacje urzadzen za pomoca po-
prawki firmy Microsoft lub ustawien rejestru, zaleznie od sytuacji,
w celu zapewnienia ciggtosci cyberbezpieczenstwa. Firma ZEISS
przeanalizowata wptyw tej luki w produktach ZEISS z systemem
operacyjnym Windows i uruchomienie aktualizacji jest konieczne
wytacznie w przypadku ponizszych urzadzen.

= CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Pobierz i zainstaluj aktualizacje systemu

Windows 10

W ponizszej tabeli podano lokalizacje dostepu (adres URL do pobra-
nia) i nazwy plikow aktualizacji:

KB5001402 2021-04 Aktualizacja windows10.0- http://download.win-
stosu obstugi dla syste- | kb5001402- dowsupdate.com/d/
mu Windows 10 w wer- | x64_0108fcc32c0594f8 | msdownload/update/so-
sji 1607 dla systemow 578c3787babb7d84e63 | ftware/secu/2021/04/
opartych na procesorach | 63864.msu windows10.0-
x64 kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 2021-07 Zbiorcza aktu- | windows10.0- http://download.win-

alizacja dla systemu Win-
dows 10 w wersji 1607
dla systemow opartych
na procesorach x64

kb5004948-
x64_206b586ca-
8f1947fdace-
0008ecd7c9ca-
77fd6876.msu

dowsupdate.com/d/
msdownload/update/so-
ftware/secu/2021/07/
windows10.0-

R1Witryna internetowa firmy Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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3 Wytacz funkcje ,Wskaz i drukuj” w rejestrze systemu Windows

Luka w zabezpieczeniach bufora wydru-
ku systemu Microsoft Windows
CVE-2021-34527

kb5004948-
x64_206b586¢ca-
8f1947fdace-
0008ecd7c9ca-
77fd6876.msu

Warunek

Sposob postepowania

Sposob postepowania

Wykonaj czynnosci w kolejnosci podanej ponizej:

M Sformatowany i bezpieczny dysk flash USB

M Komputer podtaczony do Internetu

1.

Uzyskaj dostep do katalogu Microsoft Update, aby pobrac¢ od-
powiednie aktualizacje poprawek.

. Skopiuj pobrane pliki na dysk flash USB.

WSKAZOWKA! Mozna zapisa¢ pliki bezposrednio na dys-
ku flash USB, jesli przegladarka jest skonfigurowana do
jego obstugi. Lokalizacja pobierania moze sie réznic

w zaleznosci od uzywanej przegladarki.

. W16z pamiec flash USB do portu USB urzadzenia.
. W urzadzeniu otworz Eksplorator plikow.

. Przejdz do napedu flash USB i zlokalizuj windows10.0-

kb5001402-
x64 0108£fcc32c0594£8578c3787babb7d84e6363864
.msu.

. Kliknij dwukrotnie nazwe pliku, aby zainstalowac aktualizacje

KB5001402.
WSKAZOWKA! Te aktualizacje nalezy zainstalowa¢ przed
zainstalowaniem KB5004948.

. Po zakonczeniu procesu instalacji zlokalizuj windows10.0-

kb5004948-x64 206b586ca8fl947fdace-
0008ecd7c9ca77fde876 .msu.

. Kliknij dwukrotnie nazwe pliku, aby zainstalowac¢ aktualizacje

KB5004948. Jesli podczas instalacji wystapi btad, sprawdz, czy
aktualizacja KB5001402 zostata zainstalowana.

. Uruchom ponownie urzadzenie.

3 Whytacz funkcje ,Wskaz i drukuj”
W rejestrze systemu Windows

Zaleca sie, aby wykonat to zdalnie administrator IT witryny.

1.
2.

3.

Zaloguj sie do urzadzenia.

W polu wyszukiwania na pasku zadan wpisz regedit, a na-
stepnie wybierz Edytor rejestru.

Przejdz do HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers.

1227188

2660021182726 Wer. B 2021-09


http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Wytacz funkcje ,Wskaz i drukuj” w rejestrze systemu Windows

Luka w zabezpieczeniach bufora wydru-
ku systemu Microsoft Windows
CVE-2021-34527

4. Jesli gataz Drukarki istnieje, rozwin ja i sprawdz, czy grupa Poin-
tandPrint nie istnieje.
WSKAZOWKA! W konfiguracji fabrycznej gataz Drukarki
nie istnieje.
= Jesli grupa PointandPrint istnieje, sprawdz nastepujace
ustawienia; jesli istnieje, ustaw wartos¢ na 0.
NoWarningNoElevationOnInstall = 0 lub nie
istnieje
UpdatePromptSettings= 0 lub nie istnieje
5. Uruchom ponownie urzadzenie.
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Vulnerabilidade no Spooler de Impressao do Microsoft
Windows CVE-2021-34527

Atualizacao de ciberseguranca para o sistema operativo Windows 10
("PrintNightmare")



Direitos de autor
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1 Sobre a atualizacao

Vulnerabilidade no Spooler de Impres-
sao do Microsoft Windows
CVE-2021-34527

1 Sobre a atualizacao

O PrintNightmare é uma vulnerabilidade que afeta os sistemas ope-
rativos (SO) Microsoft Windows.

Existe uma vulnerabilidade de execucao remota de cédigo quando
0 servico Spooler de Impressao do Windows executa incorretamen-
te operagoes de ficheiro com privilégios. Um atacante que conse-
guir explorar esta vulnerabilidade podera executar cddigo arbitrario
com privilégios do SISTEMA. O atacante podera assim instalar pro-
gramas; ver, alterar ou eliminar dados ou criar novas contas com
direitos plenos de utilizador.??

O PrintNightmare ndo afeta a seguran¢a nem o desempenho em
nenhum dos dispositivos ZEISS.

No entanto, a ZEISS recomenda atualizar os dispositivos com as de-
finicbes de patch e/ou registo da Microsoft, conforme aplicavel, pa-
ra garantir a continuidade da ciberseguranca. A ZEISS analisou o
impacto da vulnerabilidade nos produtos ZEISS que executam o sis-
tema operativo Windows. Apenas os dispositivos indicados abaixo
tém de executar a atualizacao.

= CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Transfira e instale as atualizacoes do
Windows 10

A tabela seguinte fornece o local de acesso (URL de transferéncia) e
os nomes dos ficheiros das atualizacoes:

R sjte da Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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2 Transfira e instale as atualizacbes do Windows 10

Vulnerabilidade no Spooler de Impres-
sao do Microsoft Windows

CVE-2021-34527
KB5001402 2021-04 Atualizacao da | windows10.0- http://download.win-
pilha de manutencao pa- | kb5001402-x64_0108fc- | dowsupdate.com/d/ms-
ra Windows 10 versao €32¢0594f8578¢3787- | download/update/
1607 para sistemas x64 | babb7d84e6363864.ms | software/secu/2021/04/

u windows10.0-
kb5001402-x64_0108fc-
€32c0594f8578c3787-
babb7d84e6363864.ms
u

KB5004948 2021-07 Atualizacdo cu- | windows10.0- http://download.win-
mulativa para Windows | kb5004948- dowsupdate.com/d/ms-
10 versao 1607 para sis- | x64_206b586ca8f1947f- | download/update/
temas x64 dace0008ecd7¢9- software/secu/2021/07/
ca77fd6876.msu windows10.0-
kb5004948-
x64_206b586ca8f1947f-
dace0008ecd7c9-
ca77fd6876.msu
Siga 0s passos pela ordem indicada:
Condicao M Unidade flash USB formatada e segura
M Um computador ligado a Internet
Procedimento 1. Acesso ao catalogo do Microsoft Update para transferir as res-
petivas atualizacoes de patch.

2. Copie os ficheiros transferidos para a unidade flash USB.
NOTA! Pode guardar os ficheiros diretamente na unidade
flash USB se o navegador estiver configurado para o per-
mitir. O local de transferéncia pode variar dependendo
do navegador utilizado.

3. Insira a unidade flash USB na porta USB do instrumento.

4. No instrumento, abra o Explorador de Ficheiros.

5. Navegue para a unidade flash USB e localize o ficheiro win-
dows10.0-kb5001402-x64 0108fc-
c32c0594£8578c3787babb7d84e6363864 .msu.

6. Clique duas vezes no nome do ficheiro para instalar o
KB5001402.

NOTA! Deve instalar esta atualizacao antes de instalar o
KB5004948.

7. Apds a conclusao do processo de instalacao, localize o ficheiro
windows1l0.0-kb5004948-x64 206b586ca8fl1947f-
dace0008ecd7c9ca77£fd6876.msu.

8. Clique duas vezes no nome do ficheiro para instalar o
KB5004948. Se identificar algum erro durante a instalagao, cer-
tifique-se de que o ficheiro KB5001402 foi instalado.

9. Reinicie o instrumento.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Desative a opcao Apontar e Imprimir no Registo do Windows

Vulnerabilidade no Spooler de Impres-

sdo do Microsoft Windows
CVE-2021-34527

Procedimento

3 Desative a opcao Apontar e Imprimir no
Registo do Windows

Recomendamos que esta tarefa seja realizada por um administra-
dor de TI.

1. Inicie sessao no instrumento.

2.

Na caixa de pesquisa da barra de tarefas, escreva regedit e,
em seqguida, selecione Editor de registo.

Navegue para HKEY LOCAL MACHINE\SOFTWARE\Poli-
cies\Microsoft\Windows NT\Printers.

Se existir, expanda o ramo Impressoras e certifique-se de que o
grupo PointandPrint (Apontar e Imprimir) nao existe.

NOTA! O ramo Impressoras nao existe na configuracao
de fabrica.

= Se o grupo PointandPrint (Apontar e imprimir) existir, veri-

fique as sequintes definicdes. Se existir, entao defina o valor
como 0.

NoWarningNoElevationOnInstall = 0 ou néo
existe

UpdatePromptSettings = 0 ou ndo existe

. Reinicie o instrumento.

2660021182726 Rev B 2021-09

1297188



Pagina em branco, para as suas anotagoes



1Z02/60/Z m 1q-1d

Vulnerabilidade no spooler de impressao do Microsoft
Windows CVE-2021-34527

Atualizacao de seguranca cibernética para o sistema operacional
Windows 10 ("PrintNightmare")



Copyright
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Marcas comerciais

Todos os produtos da Zeiss mencionados aqui sao marcas comer-
ciais registradas da Carl Zeiss Meditec, Inc. nos Estados Unidos e/ou
em outros paises.

Todas as outras marcas comerciais presentes neste documento
pertencem aos seus respectivos proprietarios.

Patentes
www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

1 Sobre a atualizacao

Vulnerabilidade no spooler de impressao
do Microsoft Windows
CVE-2021-34527

1

Sobre a atualizacao

O PrintNightmare é uma vulnerabilidade que afeta os sistemas
operacionais (SO) Microsoft Windows.

Existe uma vulnerabilidade de execucao remota de cédigo quando
o servico de spooler de impressao do Windows executa indevida-
mente operacdes de arquivo privilegiadas. Um invasor que
conseguiu explorar com sucesso essa vulnerabilidade pode executar
codigo arbitrario com privilégios de SISTEMA. Um invasor poderia
entdo instalar programas; exibir, alterar ou excluir dados ou criar
novas contas com direitos plenos de usuario.”

O PrintNightmare ndo afeta a seguran¢a nem o desempenho em
nenhum dos dispositivos ZEISS.

No entanto, a ZEISS recomenda atualizar os dispositivos com as
configuracdes de patch e/ou registro da Microsoft, conforme
aplicavel, para garantir continuidade da seguranca cibernética. A
ZEISS analisou o impacto da vulnerabilidade nos produtos ZEISS
que executam o sistema operacional Windows. Apenas os disposi-
tivos listados abaixo devem executar a atualizacao.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Baixe e instale as atualizacoes do
Windows 10

A tabela a seqguir fornece o local de acesso (URL de download) e os
nomes dos arquivos das atualizagoes:

KB5001402

2021-04 Atualizacao da
pilha de manutencao
para Windows 10 versao
1607 para sistemas x64

windows10.0-
kb5001402-
x64_0108fcc32c059418
578c3787-
babb7d84e6363864.ms
u

@3l site da Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

http://
download.window-
supdate.com/d/
msdownload/update/
software/secu/2021/04/
windows10.0-
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Baixe e instale as atualizacdes do Windows 10

Vulnerabilidade no spooler de impressao
do Microsoft Windows

CVE-2021-34527
kb5001402-
x64_0108fcc32c0594f8
578c3787-

babb7d84e6363864.ms
u

KB5004948

2021-07 Atualizacdo
cumulativa para
Windows 10 versao
1607 para sistemas x64

windows10.0-
kb5004948-
x64_206b586ca8f19471-
dace0008ecd7¢9-
ca77fd6876.msu

http://
download.window-
supdate.com/d/
msdownload/update/
software/secu/2021/07/

windows10.0-
kb5004948-
x64_206b586ca8f19471-
dace0008ecd7¢9-
ca77fd6876.msu

Condicdo

Procedimento

Siga as etapas na ordem listada:

M Unidade flash USB formatada e segura

M Um computador conectado a internet

1.

Acesso ao catalogo do Microsoft Update para baixar as respec-
tivas atualizacdes de patch.

. Copie os arquivos baixados para a unidade flash USB.

NOTA! Vocé podera salvar os arquivos diretamente na
unidade flash USB se o navegador estiver configurado
para permitir isso. O local de download pode variar
dependendo do navegador utilizado.

. Insira a unidade flash USB na porta USB do instrumento.

No instrumento, abra o File Explorer.

. Navegue para a unidade flash USB e localize o arquivo

windows10.0-kb5001402-
x64 0108fcc32c0594£8578¢c3787-
babb7d84e6363864 .msu.

. Clique duas vezes no nome do arquivo para instalar o

KB5001402.
NOTA! Vocé deve instalar esta atualizacao antes de
instalar o KB5004948.

. Ap0s a conclusao do processo de instalacao, localize o arquivo

windows10.0-kb5004948-x64 206b586ca8f1947f-
dace0008ecd7c9ca77£fd6876.msu.

Cligue duas vezes no nome do arquivo para instalar o
KB5004948. Se vocé identificar algum erro durante a insta-
lagao, certifique-se de que o arquivo KB5001402 tenha sido
instalado.

. Reinicie o instrumento.

1347188
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Desative a opcao Point and Print no Registro do Windows

Vulnerabilidade no spooler de impressao
do Microsoft Windows
CVE-2021-34527

3 Desative a opcao Point and Print no
Registro do Windows

Recomendamos que essa tarefa seja realizada por um adminis-
trador de TI.

Procedimento 1. Faca login no instrumento.

2. Na caixa de pesquisa na barra de tarefas, digite regedit .
Em seguida, selecione Editor de Registro.

3. Navegue para HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. Se ela existir, expanda o ramo Impressoras e certifique-se de
que o grupo PointandPrint ndo exista.
NOTA! O ramo Impressoras nao existe na configuracao
de fabrica.

= Se o grupo PointandPrint existir, verifique as configu-
racoes a sequir. Se ele existir, entdo defina o valor como 0.
NoWarningNoElevationOnInstall = 0 ou néo
existe
UpdatePromptSettings = 0 ou ndo existe

5. Reinicie o instrumento.
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Vulnerabilitatea derulatorului de imprimare Microsoft
Windows CVE-2021-34527

(,PrintNightmare”) Actualizare de securitate cibernetica pentru sistemul
de operare Windows 10



Drepturi de autor
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Marci comerciale

Toate produsele Zeiss mentionate in acest document sunt marci co-
merciale inregistrate sau marci comerciale ale Carl Zeiss Meditec,
Inc. in Statele Unite si/sau in alte tari.

Toate celelalte marci comerciale utilizate In acest document sunt
proprietatea proprietarilor respectivi.

Brevete
www.zeiss.com/meditec/us/imprint/patents.html


http://www.zeiss.com/meditec/us/imprint/patents

1 Cu privire la actualizare

Vulnerabilitatea derulatorului de impri-
mare Microsoft Windows
CVE-2021-34527

1

Cu privire la actualizare

PrintNightmare este o vulnerabilitate care afecteaza sistemele de
operare Microsoft Windows.

Exista o vulnerabilitate la executarea codului la distanta atunci cand
serviciul Derulator de imprimare Windows efectueaza in mod neco-
respunzator operatii de fisiere privilegiate. Daca cineva exploateaza
Cu succes aceasta vulnerabilitate, poate executa cod arbitrar cu pri-
vilegii de sistem. Atacatorul poate instala apoi programe; poate vi-
zualiza, modifica sau sterge date; sau poate crea conturi noi cu
drepturi de utilizator complete .

PrintNightmare nu afecteaza siguranta si performanta niciunuia din-
tre dispozitivele ZEISS.

Cu toate acestea, ZEISS recomanda actualizarea dispozitivelor cu
pachetele de corectie si/sau setarile de registry Microsoft, dupa caz,
pentru a asigura securitatea cibernetica continua. ZEISS a analizat
impactul vulnerabilitatii asupra produselor ZEISS care folosesc siste-
mul de operare Windows si numai dispozitivele enumerate mai jos
necesita actualizarea.

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Descarcati si instalati actualizarile
Windows 10

Urmatorul tabel ofera locatia de accesare (adresa URL de descarca-
re) si numele fisierelor de actualizare:

24 Site-ul web Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2660021182726 Rev B 2021-09

1397188


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Descarcati si instalati actualizarile Windows 10

Vulnerabilitatea derulatorului de impri-
mare Microsoft Windows

CVE-2021-34

KB5001402

2021-04 Actualizare sti-
va de service pentru
Windows 10 versiunea
1607 pentru sisteme ba-
zate pe x64

windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787bab-
b7d84e6363864.msu

http://download.win-
dowsupdate.com/d/
msdownload/update/
software/secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787bab-
b7d84e6363864.msu

KB5004948

2021-07 Actualizare cu-
mulativa pentru Win-
dows 10 versiunea 1607
pentru sistemele bazate
pe x64

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ec-
d7c9ca77fd6876.msu

http://download.win-
dowsupdate.com/d/
msdownload/update/
software/secu/2021/07/
windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ec-
d7c9ca77fd6876.msu

Conditie

Mod de procedare

Urmati pasii in ordinea prezentata:

M Unitate flash USB formatata si sigura

M Un computer conectat la internet

27

1. Accesati catalogul Microsoft Update pentru a descarca actuali-
zarile cu pachete de corectie respective.

2. Copiati fisierele descarcate pe unitatea flash USB.

INDICATIE! Puteti salva fisierele direct pe unitatea flash
USB daca browserul este configurat sa accepte acest lu-

cru. Locatia de descarcare poate varia, in functie de
browserul utilizat.

3. Introduceti unitatea flash USB in portul USB al instrumentului.

4. Pe instrument, deschideti File Explorer.

5. Navigati la unitatea flash USB si localizati windows10.0-
kb5001402-x64 0108£fcc32c0594£8578c3787bab-
b7d84e6363864 .msu.

6. Faceti dublu clic pe numele fisierului pentru a instala

KB5001402.
INDICATIE! Trebuie sa instalati aceasta actualizare inainte
de a instala KB5004948.

. Dupa finalizarea procesului de instalare, gasiti windows10.0-

kb5004948-x64 206b586ca8fl1947fdace0008ec-
d7¢c9ca77£d6876.msu.

Faceti dublu clic pe numele fisierului pentru a instala
KB5004948. Daca apare o eroare in timpul instalarii, asigurati-
va ca fisierul KB5001402 a fost instalat.

. Reporniti instrumentul.

140/ 188
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Dezactivati Punctare si imprimare in Registry Windows

Vulnerabilitatea derulatorului de impri-
mare Microsoft Windows
CVE-2021-34527

3 Dezactivati Punctare si imprimare in
Registry Windows
Este recomandat ca aceasta operatiune sa fie efectuata de un admi-
nistrator IT.
Mod de procedare 1. Conectati-va la instrument.

2. In caseta de cautare de pe bara de activitati, tastati regedit
si selectati Editor de registry.

3. Navigaj[i la HKEY_LOCAL_MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers.

4. Daca exista, extindeti ramura Imprimante si asigurati-va ca gru-
pul Punctare si imprimare nu exista.
INDICATIE! Ramura Imprimante nu exista in configuratia
din fabrica.

= Daca grupul Punctare si imprimare exista, verificati urma-
toarele setari si, daca exista, setati valoarea la 0.

NoWarningNoElevationOnInstall = 0 sau nu
existd
UpdatePromptSettings = 0 sau nu exista

5. Reporniti instrumentul.
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YA3BUMOCTb oyepean nevatn Microsoft Windows
CVE-2021-34527
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10
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1 O6 obHOBNEHUM

YA3BUMOCTb odepean neyatn Microsoft

Windows CVE-2021-34527

1 O0 o6HOBNEeHUU

PrintNightmare — yaA3BUMOCTb, 3aTparvBatoLLas onepaLmoHHbIe
cuctembl Microsoft Windows.

CyLecTByeT YA3BUMOCTb BbINOJIHEHWNA YOANEHHOIO KOAA, Koraa
cny>xba ovepeam nevatn Windows HenpaBuIbHO BbINOSTHAET One-
pauuy C NpUBUIErMPOBaHHbIMU PannamMu. 3M10yMbILLSIEHHNK,
yCMeLLHO BOCMOJIb30BaBLUNACA 3TOM YA3BUMOCTBIO, MOXET 3ary-
CTWUTb NPOM3BOJIbHBIN Ko, € npusuneruamu SYSTEM. MNocne 31oro
3710y MbILLNIEHHNK MOXKET YCTaHaBAMBaTb NPOrpamMmbl, MpoCcMaTpu-
BaTb, U3MEHATb WAV yOaNATb AaHHble MO0 co3aaBaTb HOBble yYeT-
Hble 3anucK C NOJIHBIMK NpaBamu nosb3osartens.

PrintNightmare He BnnAeT Ha 6e30nacHOCTb 1 NPOV3BOAUTENb-
HOCTb HM Ha OJHOM U3 ycTponcTs ZEISS.

TeM He meHee, ZEISS pekomeHayeT 0OHOBAATL YCTPOMCTBA C MOMO-
LLbIO ncnpaBneHna MakpocodT uav napameTpos peecTpa, ecsiun
3TO NPUMEHMNMO, 4TOObI NOCTOSIHHO 0becneunBaTb knbepbesonac-
HocTb. Komnanua ZEISS npoaHanusnposana BanaHme 3ToM yA3BU-
MOCTV Ha npodykTbl ZEISS nop ynpasnenvnem OC Windows, n
TOJIbKO YCTPOWCTBA, MePeUNCIIEHHbIE HUXE, [OMKHbI BbIMONHUTDL
obHoBneHMe.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

3arpy3ka 1 yctaHoBKa 0OHoBNeHUN
Windows 10

B cnepytowen Tabnuue ykasaHbl pacnonioxeHune (URL-agpec 3a-
rpy3ku) 1 MMeHa hannoB 0OHOBNEHNI.

KB5001402

O6HoBrEeHME cTeka 06-

windows10.0-

http://

CNy>KMBaHWA ns KB5001402- download.windowsupda
Windows 10 Bepcuun x64_0108fcc32c0594f8 | te.com/d/msdownload/
1607 ona 64-paspagHbix | 578c3787babb7d84e63 | update/software/
cucrem, anpesnb 2021 1. | 63864.msu secu/2021/04/

251 Cant MarikpocodT: https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 3arpy3ka u yctaHoBka obHosneHuin Windows 10

YA3BMMOCTb o4epean neyatn Microsoft
Windows CVE-2021-34527

windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu

KB5004948

HakonutenbHoe 06HOB-
nenve gna Windows 10
Bepcuu 1607 ona 64-
pa3pagHbIX CUCTEM,
nionb 2021 r.

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

http://
download.windowsupda
te.com/d/msdownload/
update/software/
secu/2021/07/

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

Ycnosue

Mopsadok delicmaudli

BbimoNHWTe OencTens B yKa3aHHOM nopAagkKe.

M OTdopmaTpoBaHHOE 1 Ge3onacHoe USB-ycTpoincTBo diaL-

NnaMATn

M KomnbtoTep, NOAK/OYEHHDBIN K MHTEPHETY

1.

MepenaunTe B Katanor LleHTpa o6HoBneHMA MarkpocodT ana
CKAYMBaHWA COOTBETCTBYHOLLIMX OOHOBNEHNI NCMPaBIeHMS.

. CkonupynTe 3arpy>eHHble annbl Ha USB-ycTpoiicTBo hnaLu-

namATy.
MPUMEYAHUE! ®dainbl MOXKHO COXPaHUTb Henocpea-
CTBeHHO Ha USB-ycTpoinctBo cnawi-namaTu, ecnm 6pay-
3ep HacTPOEeH Ha NoAaAepPIKKY 3Toro paencresus. Pacnono-
>KeHue panna anAa 3arpysku Mo>KeT BapbupoBaThCA B 3a-
BUCUMOCTU OT UCNoOsib3yemMoro 6paysepa.

. BctaBbTe USB-ycTponcTso dnaw-namaty 8 USB-nopt yctpon-

CTBa.

B ycTponcTBe OTKponTe NPOBOAHMK.

5. MNepengunte Kk USB-ycTponcTBy hA3L-namaT 1 Hanagute daiin

windows10.0-kb5001402-
x64 0108fcc32c0594£8578¢c3787babb7d84e6363864
.msu.

[Bax bl WwenkHUTe uMa dannia ana ycraHoskn KB5001402.
MPUMEYAHMUE! MNepepn yctaHoBkon KB5004948 310 06-
HOBJIEHNEe He0OXO0AMMO YCTAaHOBUTb.

. Mocne 3aBepLUeHNs NpoLecca yCTaHOBKU HaiauTe

dannwindows10.0-kb5004948-
x64 206b586ca8f1947fdace0008ecd’c9ca’77£d6876
.msu.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 [eakTvBMpynTe DYyHKLMIO YKa3aHUa 1 neyatn B peectpe Windows

YA3BUMOCTb odepean neyatn Microsoft
Windows CVE-2021-34527

8. [Bax bl WwenkH1Te nma danna ana yctaHoskn KB5004948.
Ecnun BO Bpems yCTaHOBKM BO3HMKAeET oLIMbKa, yoeantecs, 4To
tharin obHoBneHns KB5001402 ycTaHOBNEH.

9. MNepe3anycTuTe YCTPONCTBO.

3 AeakTuBupynte (pyHKLMUIO YKa3aHUA U
neyatn B peectpe Windows
PeKOMeH,D,yeTCFI BbINOJIHEHWE 3TON 3ada4n |/|T-a,EI,MI/IHI/ICTpaT0pOM.
lMopadok dedcmBud 1. BbinonHWTe BXOA B MporpaMmmMHoe obecneyeHne yCTponCTaa.

2. B none noucka Ha naHenu 3agad BBeaute regedit U Bblbe-
puTe PefakTop peecTpa.

3. Mepengute B paznen HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. ECnv OH CyLLecTByeT, pa3BepHuTe BeTBb Printers n ybeautecs,
yTo rpynna PointandPrint oTcyTcTayer.
NMPUMEYAHMUE! BetBb Printers oTcyTCcTBYeT B 3aBOACKOWN
KoHdurypauum.

= Ecnm rpynna PointandPrint cywectByeT, npoBepbTe Crie-
LytoLpe napameTpbl, U eCIM OHa CyLLeCTByeT, 3aJanTe

3Ha4eHue 0.

NoWarningNoElevationOnInstall = 0 wmnu "He
cymecrTteyeT"

UpdatePromptSettings = 0 mn "He CyumecTBY-
er"

5. lMepe3sanycTuTte yCTPONCTBO.
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Zranitelnost zaradovaca tlace systému Microsoft
Windows CVE-2021-34527

(,PrintNightmare”) Aktualizacia kybernetickej bezpecnosti pre operacny
systém Windows 10



Autorské prava
© 2021, Carl Zeiss Meditec, Inc., Dublin, CA

Ochranné znamky

Vsetky tu uvedené vyrobky spoloCnosti Zeiss su registrovane
ochranné znamky alebo ochranné znamky spolocnosti Carl Zeiss
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majetkom prislusnych vlastnikov.

Patenty
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http://www.zeiss.com/meditec/us/imprint/patents

1 Informacie o aktualizacii

Zranitelnost zaradovaca tlace systému
Microsoft Windows CVE-2021-34527

1 Informacie o aktualizacii

PrintNightmare je zranitelnost ovplyviiujuca operacné systémy
Microsoft Windows (OS).

Zranitelnost pri vzdialenom spusteni kddu existuje, ked'sluzba zara-
dovaca tlace systému Windows nespravne vykonava privilegované
operacie so subormi. Uto¢nik, ktory Uspesne vyuzil tito zranitel-
nost, moze spustit lubovolny kod so systémovymi opravneniami.
Uto¢nik by potom mohol nainstalovat programy; zobrazit, zmenit
alebo odstranit udaje; alebo vytvarat nové ucty s uplnymi uzivatel-
skymi pravami.®®

PrintNightmare nema vplyv na bezpecnost a vykon na Ziadnom za-
riadeni spolocnosti ZEISS.

Spoloc¢nost ZEISS vsak odporuca aktualizovat zariadenia s nastave-
niami opravy a/alebo databazy Registry spolo¢nosti Microsoft, aby
sa zabezpecila trvala kyberneticka bezpecnost. Spolocnost ZEISS
analyzovala vplyv zranitelnosti na produkty ZEISS so systémom Win-
dows OS a aktualizaciu musia spustit iba zariadenia uvedené nizie.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Stiahnutie a instalacia aktualizacii
systému Windows 10

V nasledujucej tabulke je uvedené umiestnenie (URL adresa na stia-
hnutie) a nazvy suborov aktualizacii:

28l Webova lokalita spolo¢nosti Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Stiahnutie a instalacia aktualizacii systému Windows 10

Zranitelnost zaradovaca tlace systému
Microsoft Windows CVE-2021-34527

KB5001402 2021-04 Servisna aktu- | windows10.0- http://download.windo-
alizacia zasobnika pre kb5001402-x64_0108fc- | wsupdate.com/d/msdo-
systém Windows 10 ver- | ¢32c¢0594f8578c3787ba | wnload/update/softwa-
zie 1607 pre 64-bitové bb7d84e6363864.msu re/secu/2021/04/windo-

systémy ws10.0-kb5001402-
x64_0108fc-
€32c0594f8578c3787ba
bb7d84e6363864.msu
KB5004948 2021-07 Kumulativna windows10.0- http://download.windo-
aktualizacia pre Windo- | kb5004948- wsupdate.com/d/msdo-
ws 10 verzie 1607 pre x64_206b586ca8f1947f- | wnload/update/softwa-
64-bitové systémy dace0008ecd7c9ca- re/secu/2021/07/windo-
77fd6876.msu ws10.0-kb5004948-
x64_206b586ca8f1947f-
dace0008ecd7c9ca-

77fd6876.msu

Postupujte podla krokov v uvedenom poradi:
Predpoklad M Formatovany a bezpecny USB kluc
M Pocitac pripojeny k internetu

Postup 1. Prejdite do katalogu sluzby Microsoft Update a stiahnite si pri-
sluSné aktualizacie oprav.

2. Skopirujte stiahnuté subory na USB kluc.
UPOZORNENIE! Ak to prehliada¢ podporuje, subory mo-
zete ulozit priamo na USB klu¢. Umiestnenie stahovania
sa moze lisit v zavislosti od pouzitého prehliadaca.

3. Vlozte USB kluc do USB portu pristroja.

4. V nastroji otvorte Prieskumnika.

5. Prejdite na USB klu¢ a vyhladajte subor windows10.0-
kb5001402-x64 0108£fcc32c0594£8578c3787bab-
b7d84e6363864 .msu.

6. Dvojitym kliknutim na nazov suboru nainstalujte aktualizaciu
KB5001402.
UPOZORNENIE! Tuto aktualizaciu musite nainstalovat
pred instalaciou aktualizacie KB5004948.

7. Po dokonceni procesu instalacie vyhladajte subor windo-
ws1l0.0-kb5004948-x64 206b586ca8fl947fdace-
0008ecd7c9ca77£fd6876.msu.

8. Dvojitym kliknutim na nazov suboru nainstalujte aktualizaciu
KB5004948. Ak sa pocas instalacie vyskytne chyba, skontroluj-
te, ¢i je nainstalovany subor aktualizacie KB5001402.

9. Restartujte nastro;.

152 /188 2660021182726 Rev B 2021-09


http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Deaktivujte sluzbu Point and Print v databaze Registry systemu Windows

Zranitelnost zaradovaca tlace systému
Microsoft Windows CVE-2021-34527

3 Deaktivujte sluzbu Point and Print
v databaze Registry systému Windows

Odporucame, aby tuto ulohu vykonal spravca IT.
Postup 1. Prihlaste sa do pristroja.
2. Do vyhladavacieho pola na paneli uloh zadajte regedita po-
tom vyberte polozku Editor databazy Registry.

3. Prejdite do prieCinka HKEY LOCAL MACHINE\SOFTWARE
\Policies\Microsoft\Windows NT\Printers.

4. Ak existuje, rozbalte vetvu Tlaciarne a uistite sa, ze skupina Po-
intandPrint neexistuje.
UPOZORNENIE! Pri tovarenskych nastaveniach vetva

Tlaciarne neexistuje.
= Ak skupina PointandPrint existuje, skontrolujte nasleduju-
ce nastavenia, ak existuje, nastavte hodnotu na hodnotu 0O .
NoWarningNoElevationOnInstall = 0 alebo
neexistuje
UpdatePromptSettings = 0 alebo neexistuje

5. ReStartujte nastroj.
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Ranljivost tiskanja v ozadju sistema Microsoft
Windows CVE-2021-34527

(»PrintNightmare«) Posodobitev kibernetske varnosti za OS Windows 10
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1 O posodobitvi

Ranljivost tiskanja v ozadju sistema
Microsoft Windows CVE-2021-34527

1 O posodobitvi

PrintNightmare je ranljivost, ki prizadene operacijske sisteme (OS)
Microsoft Windows.

Ranljivost izvajanja oddaljene kode obstaja, ko storitev tiskanja v
ozadju sistema Windows nepravilno izvede prednostne datotecne
operacije. Napadalec, ki uspesno izkoristi to ranljivost, lahko izvede
poljubno kodo s SISTEMSKIMI pravicami. Napadalec lahko potem
namesca programe, si ogleda podatke, jih spremeni ali izbrise ali pa
ustvarja nove ra¢une s polnimi uporabniskimi pravicami.*”!

PrintNightmare ne vpliva na varnost in ucinkovitost delovanja
nobene naprave ZEISS.

Vendar ZEISS priporoc¢a posodobitev naprav s popravki sistema
Microsoft in/ali nastavitvami registra, kot je ustrezno, da se zago-
tovi nadaljnja kibernetska varnost. ZEISS je analiziral u¢inek ranljivo-
sti na izdelke ZEISS, v katerih se izvaja OS Windows, in posodobitev
je treba izvesti le v napravah, ki so navedene v nadaljevanju.

m CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Prenos in namestitev posodobitev sistema
Windows 10

V spodnji tabeli so navedene lokacije za dostop (URL za prenos) do
posodobitev in imena datotek za posodobitev:

27 Microsoftovo spletno mesto: https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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2 Prenos in namestitev posodobitev sistema Windows 10

Ranljivost tiskanja v ozadju sistema
Microsoft Windows CVE-2021-34527

KB5001402 2021-04 posodobitev windows10.0- http://download.win-
servisnega paketa za kb5001402- dowsupdate.com/d/
Windows 10 razli- x64_0108fcc32c0594f8 | msdownload/update/
Cice 1607 za 64-bitne 578c¢3787ba- software/secu/2021/04/
sisteme bb7d84e6363864.msu windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787ba-
bb7d84e6363864.msu
KB5004948 2021-07 zbirna posodo- | windows10.0- http://download.win-
bitev za Windows 10 kb5004948- dowsupdate.com/d/
razlicice 1607 za 64- x64_206b586ca8f1947f | msdownload/update/
bitne sisteme dace0008e- software/secu/2021/07/
cd7c9ca77fd6876.msu | windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008e-
cd7c9ca77fd6876.msu
Upostevajte korake v navedenem vrstnem redu:
Pogoj M Formatiran in varen pogon USB
M Racunalnik z vzpostavljeno povezavo z internetom
Postopanje 1. Dostopite do kataloga Microsoft Update, da prenesete ustrezne

posodobitve popravkov.

. Prenesene datoteke kopirajte na pogon USB.

OPOZORILO! Datoteke lahko shranite neposredno na
pogon USB, ce je brskalnik konfiguriran tako, da to pod-
pira. Lokacija za prenos se lahko razlikuje glede na upo-
rabljeni brskalnik.

. Vstavite pogon USB v vrata USB instrumenta.

V instrumentu odprite raziskovalca.

. Pomaknite se do pogona USB in poisCite windows10.0-

kb5001402-x64 0108£fcc32c0594£8578c3787ba-
bb7d84e6363864 .msu.

. Dvokliknite ime datoteke, da namestite KB5001402.

OPOZORILO! Pred namestitvijo datoteke KB5004948
morate namestiti to posodobitev.

. Po kon¢anem postopku namestitve poiscite windows10.0-

kb5004948-x64 206b586ca8f1947fdace0008e-
cd7c9ca77£d6876.msu.

Dvokliknite ime datoteke, da namestite KB5004948. Ce se med
namestitvijo prikaze napaka, preverite, ali je bila dato-
teka KB5001402 namescena.

. Znova zazenite instrument.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Deaktiviranje funkcije Pokazi in natisni v registru sistema Windows

Ranljivost tiskanja v ozadju sistema

Microsoft Windows CVE-2021-34527

Postopanje

3 Deaktiviranje funkcije Pokazi in natisni v
registru sistema Windows

PriporoCamo, da to opravilo izvede skrbnik IT.

1.
2.

Prijavite se v instrument.

V iskalno polje v opravilni vrstici vnesite regedit in nato izbe-
rite urejevalnik registra.

. Pomaknite se do HKEY LOCAL MACHINE\SOFTWARE

\Policies\Microsoft\Windows NT\Printers.

. Ce veja Tiskalniki obstaja, jo razsirite, in se prepricajte, da sku-

pina PointandPrint ne obstaja.

OPOZORILO! Veja Tiskalniki ne obstaja v tovarniski konfi-

guraciji.

= Ce skupina PointandPrint obstaja, preverite naslednje
nastavitve; e obstaja, nastavite vrednost na 0.
NoWarningNoElevationOnInstall = 0 ali ne
obstaja
UpdatePromptSettings = 0 ali ne obstaja

. Znova zazenite instrument.
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1 Acerca de la actualizacion

Vulnerabilidad de cola de impresion
CVE-2021-34527 de Microsoft Windows

1 Acerca de la actualizacion

PrintNightmare es una vulnerabilidad que afecta a los sistemas ope-
rativos (SO) Microsoft Windows.

Existe una vulnerabilidad de ejecucion remota de cddigo cuando el
servicio de cola de impresion en Windows realiza incorrectamente
operaciones de archivos con privilegios. Un atacante que aprove-
chara esta vulnerabilidad podria ejecutar codigo arbitrario con privi-
legios de SYSTEM. Por tanto, un atacante podria instalar progra-
mas; ver, cambiar o eliminar datos; o crear nuevas cuentas con de-
rechos de usuario absolutos.?®

PrintNightmare no afecta a la seguridad ni al rendimiento de ningu-
no de los dispositivos ZEISS.

Sin embargo, ZEISS recomienda actualizar los dispositivos con la
configuracion de revisiones o registro de Microsoft, segun corres-
ponda, para garantizar la ciberseguridad continua. ZEISS ha analiza-
do el impacto de la vulnerabilidad en los productos ZEISS que eje-
cutan el sistema operativo Windows y solo los dispositivos enume-
rados a continuacion deben ejecutar la actualizacion.

= CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Descargue e instale las actualizaciones de
Windows 10

En la siguiente tabla, se proporciona la ubicacion de acceso (direc-
cion URL de descarga) y los nombres de archivo de las actualizacio-
nes:

28 Sitio web de Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Descargue e instale las actualizaciones de Windows 10

Vulnerabilidad de cola de impresion
CVE-2021-34527 de Microsoft Windows

KB5001402 2021-04 actualizacion windows10.0- http://download.win-
de la pila de manteni- kb5001402- dowsupdate.com/d/ms-
miento para Windows x64_0108fcc32c0594f8 | download/update/soft-
10 version 1607 para 578c3787- ware/secu/2021/04/win-
sistemas basados en x64 | babb7d84e6363864.ms | dows10.0-kb5001402-

u x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

KB5004948 2021-07 Actualizacién windows10.0- http://download.win-
acumulativa para Win- kb5004948- dowsupdate.com/d/ms-
dows 10 version 1607 x64_206b586ca8f1947f- | download/update/soft-
para sistemas basados dace0008ecd7¢9- ware/secu/2021/07/win-
en x64 ca77fd6876.msu. dows10.0-kb5004948-

x64_206b586ca8f1947f-
dace0008ecd7c9-
ca77fd6876.msu
Siga los pasos en el orden indicado:
Condicion M Unidad flash USB formateada y segura

Forma de proceder

M Un ordenador conectado a Internet

1.

Acceda al catalogo de Microsoft Update para descargar las ac-
tualizaciones de revisién correspondientes.

. Copie los archivos descargados en la unidad flash USB.

iINDICACION! Puede guardar los archivos directamente
en la unidad flash USB si el navegador esta configurado
para admitirlo. La ubicacion de descarga puede variar se-
gun el navegador utilizado.

. Introduzca la unidad flash USB dentro del puerto USB del ins-

trumento.

En el instrumento, abra el Explorador de archivos.

. Vaya a la unidad flash USB y busque windows10.0-

kb5001402-x64 0108£cc32c0594£8578c3787-
babb7d84e6363864 .msu.

. Haga doble clic en el nombre de archivo para instalar

KB5001402.
iINDICACION! Debe instalar esta actualizacion antes de
instalar KB5004948.

. Una vez finalizado el proceso de instalacion, busque win-

dows10.0-kb5004948-x64 206b586ca8f1947fda-
ce0008ecd7c9ca77£fd6876 .msu.

Haga doble clic en el nombre de archivo para instalar
KB5004948. Si ve que se produce un error durante la instala-
cion, asegurese de que se ha instalado el archivo KB5001402.

. Reinicie el instrumento.
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

3 Desactive Point and Print en el Registro de Windows

Vulnerabilidad de cola de impresion
CVE-2021-34527 de Microsoft Windows

3 Desactive Point and Print en el Registro
de Windows

Se recomienda que esta tarea la realice un administrador de TI.
Forma de proceder 1. Inicie sesion en el instrumento.

2. En el cuadro de busqueda de la barra de tareas, escriba rege-
dit y a continuacion, seleccione Editor del Registro.

3. Vaya a HKEY LOCAL MACHINE\SOFTWARE\Policies
\Microsoft\Windows NT\Printers.

4. Si existe, abra la lista Impresoras y asegurese de que el grupo
PointandPrint no existe.
iINDICACION! La lista Impresoras no existe en la configu-
racion de fabrica.

= Si el grupo PointandPrint existe, compruebe la siguiente
configuracion y si existe, ajuste el valor a 0.
NoWarningNoElevationOnInstall = 0 o no
existe
UpdatePromptSettings = 0 o no existe

5. Reinicie el instrumento.
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1 Acerca de la actualizacion

Vulnerabilidad CVE-2021-34527
localizada en la cola de impresion de
Microsoft Windows

1 Acerca de la actualizacion

PrintNightmare es una vulnerabilidad que afecta los sistemas
operativos (operating system, OS) de Microsoft Windows.

Ocurre una vulnerabilidad de ejecucién de cédigo remoto cuando
el servicio de cola de impresion de Windows realiza
incorrectamente operaciones de archivo privilegiadas. Un atacante
que aproveche con éxito esta vulnerabilidad podria ejecutar un
codigo arbitrario con privilegios de SISTEMA. El atacante podria,
entonces, instalar programas; ver, cambiar o eliminar datos; o crear
nuevas cuentas con todos los derechos de usuario.”

PrintNightmare no afecta la seguridad ni el rendimiento de ninguno
de los dispositivos ZEISS.

Sin embargo, ZEISS recomienda actualizar los dispositivos con el
parche de Microsoft o la configuracién del registro, segun
corresponda, para garantizar la ciberseguridad continua. ZEISS ha
analizado el impacto de la vulnerabilidad en los productos ZEISS
con Windows OS, y solo debe ejecutarse la actualizacion en los
siguientes dispositivos:

CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Descargar e instalar las actualizaciones de
Windows 10

En la siguiente tabla, se proporciona la ubicacion de acceso (URL de
descarga) y los nombres de archivo de las actualizaciones:

KB5001402 4-2021 Actualizacion de | windows10.0- http://
la pila de mantenimiento | kb5001402- download.windowsupda
de Windows 10 version | x64_0108fcc32c0594f8 | te.com/d/msdownload/
1607 para sistemas 578c3787babb7d84e63 | update/software/
basados en x64 63864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 7-2021 Actualizacion windows10.0- http:/
acumulativa de kb5004948- download.windowsupda
Windows 10 version x64_206b586ca8f1947f | te.com/d/msdownload/
1607 para sistemas dace0008ecd7c9ca77fd | update/software/
basados en x64 6876.msu secu/2021/07/

29I sitio web de Microsoft: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

3 Desactivar Apuntar e imprimir en el registro de Windows

Vulnerabilidad CVE-2021-34527
localizada en la cola de impresion de
Microsoft Windows

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

Requisito

Procedimiento

Procedimiento

Siga los pasos en el orden indicado:

M Unidad flash USB formateada y segura

M Una computadora conectada a Internet

1.

Acceda al catalogo de Microsoft Update para descargar las
actualizaciones de parches correspondientes.

. Copie los archivos descargados en la unidad flash USB.

INDICACION Puede guardar los archivos directamente en
la unidad flash USB si el navegador esta configurado para
realizar esta operacion. La ubicacion de descarga puede
variar segun el navegador usado.

. Inserte la unidad flash USB en el puerto USB del instrumento.

En el instrumento, abra el Explorador de archivos.

. Navegue a la unidad flash USB y busque windows10.0-

kb5001402-
x64 0108£fcc32c0594£8578c3787babb7d84e6363864
.msu.

. Haga doble clic en el nombre del archivo para instalar

KB5001402.
INDICACION Debe instalar esta actualizacion antes de
instalar KB5004948.

. Una vez que se complete el proceso de instalacion, busque

windows10.0-kb5004948-
x64 206b586ca8f1947fdace0008ecd’c9ca’77£d6876
.msu.

Haga doble clic en el nombre del archivo para instalar
KB5004948. Si aparece un error durante la instalacion,
asegurese de que el archivo KB5001402 esté instalado.

. Reinicie el instrumento.

3 Desactivar Apuntar e imprimir en el
registro de Windows

Se recomienda que un administrador de Tl realice esta tarea.

1.
2.

Inicie sesion en el instrumento.

En el cuadro de busqueda de la barra de tareas, escriba
regedit y seleccione Registry Editor (Editor del registro).

. Navegue a HKEY LOCAL MACHINE\SOFTWARE\Policies

\Microsoft\Windows NT\Printers.
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3 Desactivar Apuntar e imprimir en el registro de Windows

Vulnerabilidad CVE-2021-34527
localizada en la cola de impresion de
Microsoft Windows
4. Si existe, expanda la ramificacion Printers (Impresoras) y

asegurese de que el grupo PointandPrint (Apuntar e imprimir)
no exista.

INDICACION La ramificaciéon Printers (Impresoras) no
existe en la configuracion de fabrica.

= Si el grupo PointandPrint existe, verifique la siguiente
configuracion. Si existe, configure el valoren 0 .
NoWarningNoElevationOnInstall = 0 or does
not exist
UpdatePromptSettings = 0 or does not
exist

5. Reinicie el instrumento.
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1 Om uppdateringen

Microsoft Windows utskriftshanterare,

sarbarhet CVE-2021-34527

1 Om uppdateringen

PrintNightmare ar en sarbarhet som berér Microsoft Windows
operativsystem (OS).

En sarbarhet for exekvering av fjdrrkod finns nar Windows utskrifts-
hanterartjanst inkorrekt utfor privilegierade filoperationer. Nagon
som utfor en attack och lyckas utnyttja denna sarbarhet skulle
kunna kéra godtycklig kod med systembehdorighet. Attackens
utforare skulle sedan kunna installera program; se, andra eller
radera data eller skapa nya konton med fullstandig anvandarbehé-
righet.%

PrintNightmare paverkar inte sakerhet eller prestanda pa nagon av
ZEISS enheter.

ZEISS rekommenderar dock att enheter uppdateras med Microsofts
programfix och/eller registerinstallningar — beroende pa vad som ar
tillampligt — for att sakra cybersakerheten. ZEISS har analyserat
sarbarhetens paverkan pa ZEISS-produkter som anvander Windows
OS. Endast enheter som listas nedan behéver uppdateras.

= CIRRUS 500/5000/6000
CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

m HFA3

PLEX Elite 9000

Ladda ned och installera Windows 10-
uppdateringarna

Foljande tabell anger atkomstplats (webbadress for nedladdning)
och filnamn foér uppdateringarna:

KB5001402

2021-04 Stackuppda-
tering for underhall av
Windows 10 version
1607 fér x64-baserade
system

windows10.0-
kb5001402-
x64_0108fcc32c059418
578c3787-
babb7d84e6363864.ms
u

B9 Microsofts webbplats: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

http://
download.windowsupda
te.com/d/msdownload/
update/software/
secu/2021/04/
windows10.0-
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

2 Ladda ned och installera Windows 10-uppdateringarna

Microsoft Windows utskriftshanterare,
sarbarhet CVE-2021-34527

kb5001402-
x64_0108fcc32c0594f8
578c3787-
babb7d84e6363864.ms
u

KB5004948 2021-07 Kumulativ windows10.0- http://
uppdatering for kb5004948- download.windowsupda
Windows 10 version x64_206b586ca8f1947f- | te.com/d/msdownload/
1607 for x64-baserade | da- update/software/
system ce0008ecd7c9ca77fd68 | secu/2021/07/
76.msu windows10.0-
kb5004948-
x64_206b586ca8f1947f-
da-
ce0008ecd7c9ca77fd68
76.msu
Folj stegen i foljande ordning:
Forutsdttning M Formaterat och sdkert USB-minne
M En dator ansluten till internet
Atgdird 1. Ga till Microsofts uppdateringskatalog for att ladda ned

respektive rattelseuppdateringar.

. Kopiera de nedladdade filerna till USB-minnet.

OBSERVERA! Du kan spara filerna direkt i USB-minnet om
webblasaren har stod for detta. Nedladdningssékvag kan
variera beroende pa webbldsare som anvands.

. For in USB-minnet i instrumentets USB-port.

Oppna Utforskaren i instrumentet.

. Navigera till USB-minnet och hitta windows10.0-

kb5001402-x64 0108£cc32c0594£8578c3787-
babb7d84e6363864 .msu.

. Dubbelklicka pa filnamnet for att installera KB5001402.

OBSERVERA! Du maste installera denna uppdatering
innan du installerar KB5004948.

. Nar installationsprocessen ar slutford, hitta windows10.0-

kb5004948-x64 206b586ca8fl947fda-
ce0008ecd7c9ca77£d6876 .msu.

Dubbelklicka pa filnamnet for att installera KB5004948. Om du
ser att ett fel uppstar under installationen, kontrollera att
KB5001402-filen har installerats.

. Starta om instrumentet.
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3 Avaktivera Peka och skriv ut i Windows-registret

Microsoft Windows utskriftshanterare,

sarbarhet CVE-2021-34527

Atgdird

3 Avaktivera Peka och skriv ut i Windows-
registret

Vi rekommenderar att en IT-administrator utfér denna uppgift.

1.
2.

Logga in pa instrumentet.

Skriv regedit i sokrutan i aktivitetsfaltet. Valj darefter Regis-
tereditorn.

. G4 till HKEY LOCAL MACHINE\SOFTWARE\Policies

\Microsoft\Windows NT\Printers.

. Om den finns, visa nivan Printers och kontrollera att gruppen

PointandPrint inte finns.
OBSERVERA! Nivan Printers finns inte i fabrikskonfigure-
ringen.

= Om gruppen PointandPrint finns, kontrollera foljande
installningar. Om installningen finns staller du in vardet till
0.
NoWarningNoElevationOnInstall = 0 eller
finns inte
UpdatePromptSettings = 0 eller finns inte

. Starta om instrumentet.
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1 Guncelleme Hakkinda

Microsoft Windows Yazdirma Biriktirici
Guvenlik Agigr CVE-2021-34527

1

Glincelleme Hakkinda

PrintNightmare, Microsoft Windows isletim sistemlerini (OS)
etkileyen bir gtvenlik agigidir.

Windows Yazdirma Biriktirici hizmeti dogru olmayan bir sekilde
ayricalikli dosya islemleri gerceklestirdiginde s6z konusu olan bir
uzaktan kod yuritme guvenlik acigi mevcuttur. Bu guvenlik
acigindan basarili bir sekilde yararlanan bir saldirgan, SISTEM
ayricaliklaryla rastgele kod calistirabilir. Saldirgan daha sonrasinda
programlar yukleyebilir; verileri gbrtntuleyebilir, degistirebilir ya da
silebilir; tam kullanici haklarina sahip yeni hesaplar olusturabilir.®"

PrintNightmare herhangi bir ZEISS cihazinin glvenligini ve
performansini etkilemez.

Ancak ZEISS olarak kesintisiz siber glvenligi temin etmek icin
gerektigi sekilde cihazlari Microsoft yamasi ve/veya kayit ginligu
ayarlari ile guncellemenizi tavsiye ediyoruz. ZEISS Windows isletim
sistemi kullanan ZEISS Urlnlerinde glvenlik agiginin etkilerini analiz
etmis olup sadece asagida listelenen cihazlarda giincellemenin
yapilmasi gereklidir.

= CIRRUS 500/5000/6000
m CIRRUS Photo 600/800
CLARUS 500/700
ATLAS 9000

HFA3

PLEX Elite 9000

Windows 10 guncellemelerini indirin ve
yukleyin

Guncellemelerin erisim konumu (indirme URL adresi) ve dosya adlari
asagidaki tabloda verilmistir:

KB5001402 x64 tabanli sistemler icin | windows10.0- http://
Windows 10 surim kb5001402- download.windowsupda
1607 icin 2021-04 x64_0108fcc32c0594f8 | te.com/d/msdownload/
hizmet yigini 578c3787babb7d84e63 | update/software/
guncellemesi 63864.msu secu/2021/04/
windows10.0-
kb5001402-
x64_0108fcc32c0594f8
578c3787babb7d84e63
63864.msu
KB5004948 x64 tabanli sistemler icin | windows10.0- http:/
Windows 10 surim kb5004948- download.windowsupda
1607 icin 2021-07 toplu | x64_206b586¢ca8f1947f | te.com/d/msdownload/
guncellemesi dace0008ecd7c9ca77fd | update/software/
6876.msu secu/2021/07/

B Microsoft web sitesi: https:/msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
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3 Windows Kayit Defterinde isaretle ve Yazdir Ozelligini Devre Disi Birakin

Microsoft Windows Yazdirma Biriktirici
Guvenlik Agigr CVE-2021-34527

windows10.0-
kb5004948-
x64_206b586ca8f1947f
dace0008ecd7c9ca77fd
6876.msu

On kosul

Yapilmasi gerekenler

Yapilmasi gerekenler

Adimlari listelendikleri sirayla takip edin:

M Bicimlendirilmis ve glvenli USB flash strlcU

M internet baglantisi olan bir bilgisayar

1.

ilgili yama guincellemelerini indirmek icin Microsoft Update
kataloguna erigim.

. Indirilen dosyalari USB flash striictiye kopyalayin.

BILGI! Tarayici bunu destekleyecek sekilde
yapilandiriimissa, dosyalari dogrudan USB flash siiriiciiye
kaydedebilirsiniz. indirme konumu, kullanilan tarayiciya
bagh olarak degisebilir.

. USB flash surGclyu cihazin USB baglanti noktasina takin.

Cihazda Dosya Gezginini agin.

. USB flash sirtcuye gidin ve windows10.0-kb5001402-

x64 0108fcc32c0594£8578¢c3787babb7d84e6363864
.msu dosyasini bulun.

. KB5001402'yi yuklemek icin dosya adina cift tiklayin.

BILGI! KB5004948 giincellemesini yiiklemeden énce bu
guincellemeyi yiiklemeniz gereklidir.

. Yukleme islemi tamamlandiktan sonra windows10.0-

kb5004948-
x64 206b586ca8f1947fdace0008ecd’c9ca’77£d6876
.msu dosyasini bulun.

KB5004948'i yuklemek icin dosya adina cift tiklayin. Yikleme
sirasinda bir hata gorurseniz KB5001402 dosyasinin yuklenmis
oldugundan emin olun.

. Cihazi yeniden baslatin.

3 Windows Kayit Defterinde isaretle ve
Yazdir Ozelligini Devre Disi Birakin

Bu islemin bir BT yoneticisi tarafindan gerceklestirilmesini tavsiye
ederiz.

1.
2.

Cihazda oturum acin.

Gorev cubugundaki arama kutusuna regedit yazin ve
ardindan Kayit Defteri Duzenleyicisini segin.

. HKEY LOCAL MACHINE\SOFTWARE\Policies

\Microsoft\Windows NT\Printers 6gesine gidin.
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3 Windows Kayit Defterinde isaretle ve Yazdir Ozelligini Devre Disi Birakin

Microsoft Windows Yazdirma Biriktirici
Guvenlik Agigr CVE-2021-34527

4. Mevcutsa Yazicilar dalini genisletin ve PointandPrint gurubunun
mevcut olmadigindan emin olun.
BILGI! Yazicilar dali fabrika yapilandirmasinda mevcut
degildir.
= PointandPrint grubu mevcutsa su ayarlar kontrol edin,
mevcutsa degerini O olarak ayarlayin.
NoWarningNoElevationOnInstall = 0 ya da
mevcut degil
UpdatePromptSettings = 0 ya da mevcut
degil
5. Cihazi yeniden baslatin.
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